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Executive Summary

This deliverable provides a survey of concepts and techniques for analyzing safety related
properties. A generic framework for relating such techniques in the context of system architecture
is included. This deliverable also covers various approaches to behavior modeling and to model
integration/transformation, which form the basis for many formal analysis techniques. It concludes
with an initial evaluation of current EAST-ADL with respect to safety analysis and a proposal on
how to extend the language with support for error modeling.

The study is performed by WT2.2, aiming to investigate various analysis and V&V techniques and
to assess the analysis related capabilities of EAST-ADL in particular with respect to safety. It is
one part of WP2, which has the overall objective to ensure that the EAST-ADL2.0 provides
adequate support for requirements engineering and model-based quality assessment.

2006-2008 The ATESST Consortium 4 (56)



ATESST D2.2.1 Contract N. 2004-026976

Table of contents

Advancing Traffic Efficiency and Safety through Software Technology (ATESST).....ccccovvieviiiiiiieeniiieeee e 1
11 T ) OO 2
RV [o) g e g =V = g o N o110 Y/ (o T SRS 3
EXECULIVE SUMIMAIY ...ttt e e e e ettt et ee e e e e e e e s s ettt te et e e eeeeeeea s s nseeeeaeeeeaeeees e nsnnesaeeeeeeaaeeeessannssenneneaaaeeenns 4
TADIE OF CONTENES ...ttt ettt eh e eh e e skt e eh et e ekt e ekt e e nbe e e s nte e e s ene e e nan e e s e 5
Y o] o 0T =2 TP PPPPPRRN 7
IS o) 1= o] = USRI 8
1 Input from Previous ATESST WOTK .......e ittt e e e e e ettt e e e e e e s e taeeeeeaeaeaeessannnnbeneeeaaaeeenns 9
FZ2 110 T [T o) o USSP 10
I = T T4 o | (018 (o FO PP PPPP R 11
31 A Concept of Model-based Engineering for Embedded Computer SyStems..........ccccevevvveiiinreninnens 11
3.2 Expected Analysis and V&YV Support by EAST-ADL2.0 .......cciiiiiiiieiiiie et 13

4  Related Work and Context for Analysis and V&Y SUPPOIt.........ceeeeiiiiiiiiieiee e ee et 15
41 2T TS (ol @0 o =T o £SO 15
4.2 S Fo 1= Y =T 11 L= =Y £ oo TSSO 16
42.1 Safety Analysis Methods and APPrOaChES. .......cccvuiiiiiiiiiie e 16
Classical Methods for Hazard Analysis and EXIENSIONS. ..........coiiiiiiiiiiiiieiiiie et 17

Formal Approaches t0 Safety ANAIYSIS .....cocuuiiiiiii e e et e e et ee e e e st e e e e s nreeeee s 19

4.2.2 Specification of Safety REQUIFEMENTS ........ocueiiiiiiiiee e 20
Safety INTEGIILY LEVEIS (SILS) ...uveiiiiiiiiiieiitie ettt ettt e e she e e bt e e bt e e e e e e eabb e e aabee e enbe e e ebbeeenbneeanteeenans 20

Lol (P IR 1Yo o U T o 1SR 21

4.2.3 [ F= 722 1 {0 I @0 T £ | USRS 22

4.3 Dependability ENGINEEIING .......ccoiiiiiiii ittt sttt s b ee e e st e e e st aee e e s ntreeeesbbaeeenaas 23
431 Fault Avoidance, Fault Removal, and Fault Tolerance .............ccccoveeviiiiniic i 23
4.3.2 FAIIUIE SEMANTICS ....eiiiiiiee ettt ee e e e e e e e e ettt e e eeeeeeea e s eeneeeeeeeeaeeesaannnnnenneees 24
4.3.3 Specification for Dependability........... ..o 26
4.3.4 Analysis of Reliability and Availability ............cc.cooiiiiiiii e 26

4.4 Real-time SYStemS ENQINEEIING .oeiiiieiiiiiiiiee ettt e e e e e s st ee e e e e aeaeeeesassnntbaeeeeeeeeeeenaannns 27
44.1 DESIGN ISSUBS ....eeeieiiie it e ettt e e e e e et ettt eeeaeeeeeeaa s s tb et ereeeeeeeeas s nnessntteeeeaeeeesaannnnennnees 27
4.4.2 Timing and Performance ANGIYSIS ......oouviiiiiiiiie ettt saaee e e 28

4.5 Some Related Methods and Tools for Architecture Analysis and V&V .........ccoocceviiiiiiiiiiiieenniinenn, 29
451 [ 1 [ = SRR 29
45.2 LT 11T o PO 29
453 FSAPINUSMY-SA Lttt ettt ettt et e et e s bt e e nab e e nnn e nne e 30

2006-2008 The ATESST Consortium 5 (56)



ATESST D2.2.1 Contract N. 2004-026976

454 S oo I 1Y PP PP PPPPPPPPPUPP 30
455 NS TSRS 31
45.6 IVIILAAN L ettt ettt oo o oo e o2 e a2 e e e e e e e e e e ee e et e te s bt bbbt b e e e e e e e e e e aaaaaaaas 31
4.5.7 AT AM Lo e et e e et e e e s 32
4.5.8 ANAIYSIS SUPPOTE N AADL ...ttt et e e e sttt e e s st et e e e st b e e e e s s baeeeeeneee 32

4.6 DT ol U 3] (o] I PP PP PPUPPPTOPPRTN 33

L = 11 o F= 1Y T gl 1Y o o =1 1 o PR 34
5.1 Dynamic Behaviors - Core MoCs for Automotive Embedded Electronic Systems.........ccccccceeveennne 34
511 DiSCrete-Time MOUEIS .......cooiiiei e e e e e e e 34
5.1.2 Continuous-TIME&VAIUE MOEIS........ccuiiiiiii it 35
513 DiISCrete-EVENT IMOTEIS ......coiiiiiiie ittt e et e e e s e e e e e nb e e e 35

5.2 Integration of MoCs — Multiformalism Modeling and Simulation..............cccccvveeeeiiiircieieee e 36
5.2.1 Communication and Signal MapPiNg ........ooceeieeriiiiee e e s sbree e s seeaees 37
5.2.2 UNIfIEA SEMANTICS ..ottt ettt e e et enenee e 38

[ (] =T o USSP 38

IVIILAAN ettt E e EE e e e e e e e e e s a e e e s e 39
1= o o o] 1SR 39

(€1 0] 1 (o T T OSSP PP PP PP 40

5.3 Approaches to Modeling of Failure BENAVIOIS ............uuuiiiiiiiiee e 40
5.3.1 1= x-S TP P PP UP PP PPR PP 40
5.3.2 Error Modeling in HIP-HOPS ...ttt ettt bb e e 41

54 DiSCUSSION ANA CONCIUSION. ....cceiiiiiiiieeiiii ettt ettt e e e s et e e st e e e e e s aneeeeeanbneeenaa 41

6  Relevant Analysis Techniques and their Modeling REQUIFEMENTS.........cooviiiiiiiiiiiiiiiiiiieeee e 42
6.1 A Reference Framework Relating Relevant TEChNIQUES............cvuuiiieiiriie e 42
6.2 An initial Investigation Of EAST-ADLZ2.0 SUPPOI......cciiiiiiiieiiiiiieeisiiieeessiiee e s steee e e sbaee e e seeeeesennes 43
6.2.1 EAST-ADL2 Support to Safety Analysis through HIP-HOPS ... 43
HiP-HOPS CoNnCepts VS. EAST-ADL2 CONCEPLS .. uuuviiiiiiririeeiitttieeeaittteeseesttsaeessssaseeaessssaeeessssaeeessssssessesssssseeeess 43

An Initial Concept of Extending EAST-ADL2 for Safety ANAIYSIS ......uviiiiiiiiiie et 45

7 Contribution to overall ATESST ObJECHIVES ......cciiiieieeee ettt e e e e e e e e e s s aeeeeeaeees 51
S I ©7o] (o] 0153 T o S S PSP P P OP PP POPPPPPPPP 52
O REFEIBINCES ...ttt 53

2006-2008 The ATESST Consortium 6 (56)



ATESST D2.2.1 Contract N. 2004-026976

List of Figures

Figure 1. A concept of ADL based integration of CONCEINS. ...........cuviiiiiiiiiiiiiiiiie e 12
Figure 2. The overall objectives of ATESST as stated in the Description of Work........................ 13
Figure 3. The concerns of reliability and safety: commonalities and differences. ............cccc.oo...... 15

Figure 4. An activity based description of generic causal relationships of failure, error, and fault..16

Figure 5. The predefined categories of hazard severity and likelihood in MIL-STD-882B.............. 18
Figure 6. SILs for systems operating in the 'low demand mode of operation' with SIL4 being the
Lo RS a o [=T 0 =T 0o F= o] [ PP SRPRPPPRPRNS 21
Figure 7. A discrete time variable. ...........oooiiiiiii 35
Figure 8. A CONINUOUS VANADIE. .......iiiiiiiiieie i e e e e e e e e e e aa e eeeee s 35
Figure 9. Two sets of partially ordered discrete eVents..........ccccceeeeeeeiiii e, 36
Figure 10. An illustration of interpretations of signals across heterogeneous MoCs. ..................... 37
Figure 11. ErrorBehavior as the top-level notion for all error/failure behaviors. ............................ 46
Figure 12. ADLErrorBehavior for errors and failures of ADL entities in AAand DA . ..........c.......... 46
Figure 13. Three specializations of ADLEIOrBehavior. ...........ccovvviiieiiiii e, 47
Figure 14. FunctionFailure for failure modes of abstract application functions. ..............cccceeeeeen. 47
Figure 15. ComponentLocalFailureBehavior for local failure behaviors of components in software
oo P AV 7= U= o (=2 T | o PSS PPTRTR 48
Figure 16. ComponentLocalFailureBehavior causes FunctionalFailure. .................cccccceeeie. 49
Figure 17. DesignComponentLocalFailureBehavior for local failure behaviors of design
components iN DeSIgNAICNILECIUIE(DA) ... ..coiii ettt e e e e e e eeaeaenen s 49
Figure 18. SWComponentLocalFailureBehavior for local failure behaviors of software components
in FunctionalDesigNAIChItECIUIE (FDA). ... ..uuuueieieieiieeieeeieeeieeeteeee e ee e e ee e eeeeeeeeaeeeeeseeeeeeeeeeeeereeereees 49
Figure 19. HWComponentLocalFailureBehavior for local failure behaviors of hardware
(od0] 1 0] 0 T0] 0= o] £ T TS PPUPPPTTTR 50
Figure 20. One representation Of AUl tree..........oooe i 50

Figure 21. One idea of explicitty describing the relationships between FaultTree and
SYSIEMFAIUIELOGIC. ... nnsnnennnnnn 50

2006-2008 The ATESST Consortium 7 (56)



ATESST D2.2.1 Contract N. 2004-026976

List of Tables

Table 1. Requirements on analysis and V&V support (extracted from D6.2.1). ........ccovvvvrvviiinennnn. 14
Table 2. An overview of basic principles in the requirements documentation in an approach
proposed for safety critical SOftWare SYSIEMS. .......uiviiiiiiiieiiiiiiieiie e e e e e e e eeeees 22
Table 3. One classification of basic failure SEmMaNntiCS. ...........ccccviviiiiiii 25
Table 4. A reference frame that relates different analysis and V&V approaches. .............ccccccuneeeee 42
Table 5. A mapping of HiP-HOPS and EAST-ADL2 concepts relating to function modeling.......... 43
Table 6. A mapping of HiP-HOPS and EAST-ADL2 concepts relating to system hazards............. 44
Table 7. A mapping of HiP-HOPS and EAST-ADL2 concepts relating to component failure. ........ 45

2006-2008 The ATESST Consortium 8 (56)



ATESST D2.2.1 Contract N. 2004-026976

1 Input from previous ATESST work

The inputs are mainly from
- D6.2.1 (Scenario and SOTA&SOP).
- EAST-ADL2 Draft 0.6 (2006-10-19) Domain Model Documentation
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2 Introduction

The purpose of WT2.2 is to assess the analysis and verification/validation related capabilities of
the EAST-ADL. This will be addressed on the one hand considering trends and future needs for
cost-efficient dependable electronics for safety systems but also considering current industrial
practice. Special attention will be given to safety related analysis. The scope of study will be
confined to model based development approaches, in particular those that address verification,
validation, in the context of safety related systems, and to requirements imposed on the language
and development approach. As a result, suggestions will be provided on how the EAST-ADL
can/should be modified.

WT2.2 adopts an iterative loop with three major activities: identification evaluation
resolution. ldentifying relevant analysis techniques is the first step in the task of ADL assessment.
To this end, a set of existing analysis techniques are investigated. The scope of study and the
significance of each technique are determined according to the expected analysis and V&V
support of EAST-ADL2.0. Evaluating relevant analysis techniques aims to identify the
gaps/consistency of an analysis technique with respect to EAST-ADL models in syntax, semantics,
representations, and information management support. Once the gaps have been identified, the
remaining task of WT2.2 is to resolve the mismatches by providing suggestions for language
updates or techniques for extracting/transforming information.

This deliverable includes the following main sections.

In Section 3, we present an overview on a generic concept of model-based engineering and
review the expected analysis and V&V support by EAST-ADL2.0.

In Section 4, a survey of related concepts and techniques from three major engineering
approaches is provided. These approaches, including safety engineering, dependability
engineering, and real-time systems engineering, originate from different application domains
and engineering disciplines, but have substantial overlap between the techniques.

Section 5 provides an initial study on behavior modeling for computer systems and
environments. Some models-of-computations (MOCs) that could be of significance for the
development of automotive E/E systems, as well as some fundamental mechanisms and
typical approaches to the model integration/transformation, are identified and introduced. The
aim is both to provide inputs to the behavior modeling work performed in WP3, and to support
the reasoning of various analysis and V&V techniques in regards to the information inputs and
the underlying modeling assumptions.

Section 6 describes a generic framework that places different analysis and V&V techniques
into a common frame of reference, highlighting issues like required system information and the
analysis leverages. It provides an initial evaluation of current EAST-ADL support for safety
analysis and proposes an extension for error modeling.

2006-2008 The ATESST Consortium 10 (56)
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3 Background

This section first introduces a generic concept of model based engineering approach to the
development of embedded electronics systems. Such a concept forms a basis for consolidating
the existing scenarios and language requirements. Afterwards, a review of expected analysis and
V&V supports by the EAST-ADL2.0 is provided, which in turn determine the scope of the
upcoming studies performed in this work task and techniques of interest.

3.1 A Concept of Model-based Engineering for Embedded Computer Systems

A complete model-based development approach allows all engineering and management activities
in the development of embedded computer systems to be performed and organized through a
well-defined modeling support. In such an approach, models play a central role in making and
justifying design decisions, in providing early quality feedbacks and fault detection, and in enabling
systematic testing. Together with the tool supports, models also form the basis for automated
requirement assessment, product prototyping and synthesis, information integration and
management, and work-planning.

This envisioned approach provides benefits in two important respects: effectiveness and
complexity-control. Because of these benefits, model-based engineering has been well
established in many mature engineering disciplines, such as in mechanical engineering. For
embedded computer systems, these benefits of a model-based approach are yet far from being
fully realized. Nevertheless, the needs and the advantages of model-based design and
implementation are clearly addressed and shown by the involved domain engineering disciplines
and technologies. For example, for automatic control functions, the design, prototyping, and
analysis are normally based on models of dynamics (e.g., differential/difference equations).
Automated product synthesis such as code generation from Matlab/Simulink models is widely
adopted in practices. Model-checking has also been used to support the design of error handling
and testing (see e.g., [29]).

One major challenge to supporting model-based engineering of embedded computer systems is
concerned with the integration of product information, including analysis outcomes and decision
rationale, from different the product development lifecycle stages and organizations. Such
information could be of heterogonous types and with various levels of abstraction, targeting
different concerns or aspects of a system. It could be generated and handled by different
engineering teams through different models and tools at different development phases. For
example, while system functions are captured and designed in domain tools like Matlab/Simulink,
the software implementation and its behaviors could be captured in UML. To enable a model-
based engineering of embedded computer systems, two information integration issues need to be
resolved. These issues are how to define and characterize various concerns of a system, the
levels-of-abstraction, and the cross-concern&level relationships; and how to enforce and manage
the consistency, dependency, and traceability of information relating to both requirements and
solutions. These issues are addressed by at least four, partly orthogonal, research efforts [63]: (1)
information management, (2) model integration and transformation, (3) tool frameworks, and (4)
architecture description languages (ADLS). The four approaches are orthogonal in the sense that
they complement each other, and may be combined.

The information management approaches have their origin in database technologies. It normally
focuses on the structuring, storing, and provisioning of information such as in terms of design
parameters and documentations, etc. One example is the SystemWeaver tool
(<http://www.systemite.com>) for configuration management for complex systems. A model
integration and transformation effort addresses the integration problem by supporting the
transformations of models of different paradigms or the information within such models. This is
often achieved by providing mapping rules that relate the information of concern and defining
common formats in regards to data or behavior semantics to which different models can be

2006-2008 The ATESST Consortium 11 (56)
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reduced. One example is the Ptolemy approach [42], which integrates a set of heterogeneous
MoCs (Models-of-Computations) used for capturing different aspects of an embedded system.
Tool frameworks address the integration problem by supporting the integration of some specific
CASE tools. This approach is exemplified by the GeneralStore platform that connects several
CASE tools including Matlab/Simunk and ARTISAN RT Studio [44, 45].

An ADL addresses the integration problem by providing a language for capturing an entire system
design and for managing the system-wide dependencies. It differs from the other three
approaches in its explicit support for resolving design specific concerns such as in regards to
design refinement and changes. EAST-ADL [62] represents one domain specific effort in this
direction. It provides a systematic way of integrating functional design and implementations of
automotive EE systems, while taking the needs of analysis, synthesis, and information
management supports together with the lifecycle and organization aspects into consideration. See
also Figure 1. An ADL may rely on external analysis tools for resolving specific design issues (e.g.,
control stability and HW reliability). Nevertheless, the provision of right system information and the
integration of analysis results need to be enforced by the ADL. In general, the degree of support of
an ADL to analysis and V&V tasks depends on what information is captured by the language and
how efficient such information can be extracted, exchanged, and managed through tools.

Organization Context

Synthesis, Information
Management Support

,7  EAST_ADL and Tools

X
S $--C

P
\ -
\4
\4
\4
\.

Analysis, V&V Techniques

1X31U0) S8SS8J0.d

Figure 1. A concept of ADL based integration of concerns.

Analysis and V&V for embedded computer control systems span a range of levels of abstraction,
parts of the development lifecycle, from requirement and function analysis, through software and
hardware design, and down to the level of detailed implementations. Different analysis techniques
may require different views of a system and use particular modeling paradigms for capturing the
concerns. Some examples are listed below.

Analysis of control functionality provides information about the plant dynamics, sensed and
controlled variables, sampling frequencies, as well as the control performance and stability. It
is performed with models capturing the dynamics and control laws through differential or
difference equations. This kind of analysis is normally performed in the domain of control
engineering as one part of function design.

Analysis of generic functionality and behaviors can be used to provide information about the
logics and behaviors of software and hardware solutions. Model-checking is a formal approach
where behavioral properties given in temporal logic formulas are automatically evaluated on
the basis discrete behavior models (e.g., with a transition system semantics).

Analysis of timeliness and performance provides information about the performance (e.g., end-
to-end response time) and the multitasking scheme of a computer system. The analysis
requires models that capture the timing of activates and their relationships (e.g. periodicities,
deadlines, worst-case execution time, precedence, resource-sharing of software tasks).

2006-2008 The ATESST Consortium 12 (56)
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Reliability analysis provides information about the probabilistic estimates of components and
system failures. It uses error models to capture errors in logics and in time, their propagations,
and the probabilities of occurrences. Such models are normally derived from models
describing nominal system structures and behaviors.

Safety analysis provides information about the consequences of component/system failures
and is related to all other types of analysis. The aim is to identify hazards, to assess the risk,
and to support hazard control. The analysis requires error models and models capturing
failures and environmental conditions. Classical techniques for safety analysis include HAZOP,
FMEA, FTA, and FMECA.

3.2 Expected Analysis and V&V Support by EAST-ADL2.0

The EAST-ADL2.0 aims to meet industrial needs for a formalized description language that
supports the development of automotive embedded electronic systems (see Figure 2). Compared
to other state of the art efforts, the East-ADL approach will also provide explicit support for

automotive embedded systems, providing a broad set of abstractions, properties and views
of automotive embedded systems, from requirements to implementation

system analysis, including analysis of safety related properties as well as other structure and
behavior related properties. In particular, the V&V aspects of the interaction between the
embedded system, its environment and the application will be investigated.

behavioral modeling where the purpose is to capture behavior and algorithms of the vehicle
systems and the environment. This includes a native behavioral notation that allows simulation
and verification within the defined system model.

Integration of external tools in an appropriate manner. The links to Mathworks’ Simulink,
ETAS’ Ascet and other domain-specific modeling tools will be defined and validated. This
enables interfaces between external tools and an ATESST environment to be realized.

reuse and variability management with special regard to safety aspects.

“The overall objective of this proposed research is to improve the development, verification and validation of software-
dependent systems in the road transport context, explicitly considering requirements and safety constraints through a
rigorous, model-based development technology and process combining approaches from control- and embedded software
engineering. ...

Below is a short description of the concrete objectives of ATESST:

The structural descriptions of EAST ADL will be harmonized with existing approaches, as far as possible, i.e. the
AUTOSAR initiative, the OMG (UML2, UML profile for MARTE and SysML) and with the SAE AADL. This will be the
back bone onto which further language constructs can be attached. In this context, ATESST results will be concretized
in a new major release of the EAST-ADL: the EAST-ADL2.0.

The support for Requirements and V&V in EAST ADL will be refined. In particular, the V&V aspects of the
interaction between the embedded system, its environment and the application will be investigated. Safety related
requirements are also added to the EAST-ADL.

Adequate behavioural modelling for EAST-ADL2.0 will be defined. The purpose is to capture behaviour and
algorithms of the vehicle systems as well as the environment. This includes a native behavioural notation that
allows simulation and verification within the defined system model. This support is currently not part of EAST-ADL. It
also concerns means to integrate external tools in an appropriate manner. This means that the links to Mathworks’
Simulink, ETAS’ Ascet and other domain-specific modelling tools will be defined and validated. This enables
interfaces between external tools and an ATESST environment to be realized.

Reuse and variability management with regard to safety aspects will be investigated. Identified language
constructs will be added to EAST-ADL.

... Together, these objectives form a major revised version of the EAST-ADL (EAST-ADL2.0), along with descriptions of an
intended methodology.”

Figure 2. The overall objectives of ATESST as stated in the Description of Work.

These expectations have been formulated as a set of requirements, listed in Table 1. These
requirements are derived based on some engineering scenarios (documented in D6.2.1),
representing potential roles of the ADL that are of particular interest for the project partners.
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Table 1. Requirements on analysis and V&V support (extracted from D6.2.1).

R8 The ADL and tools shall support V&V purpose

R8.1 The ADL and tools shall support formal verification on model level

R8.2 The ADL and tools shall support Performance estimation (RAM, ROM, CPU) with different precision in
correlation with models details

R8.3 The ADL and tools shall support scheduling verification versus timing requirement and platform scheduling
policy.

R8.4 The ADL and tools shall support timing requirement verification.

R8.5 The ADL and tools shall support model simulation

R8.6 The ADL and tools shall secure the integration of EAST-ADL2.0 system models into RCP environments.

R8.7 The ADL and tools should support safety analysis (FMEA, FTA)

R8.8

The ADL and tools shall support test case and test document generation

2006-2008 The ATESST Consortium 14 (56)
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4 Related Work and Context for Analysis and V&V Support

This section provides an overview of basic principles and techniques for the development of critical
systems. It covers three major engineering approaches, grown out of different application domains
and engineering disciplines. While substantial overlap exists between techniques, these different
approaches differ in their focuses [5]. The approaches are:

the safety engineering approach, originating from the tradition of hazard analysis and system
safety engineering,

the dependability engineering approach, originating from the tradition of ultra-reliability and
fault-tolerant systems, and

the real-time system engineering approach, originating from the tradition of systems that are
timing-critical or performance sensitive.

The safety engineering approach addresses the environmental consequences of faults and often
relies on dependability services (e.g., fault-tolerance) to control hazards that cannot be eliminated
in design. The dependability engineering approach emphasizes on the quality of services when
faults occur. The engineering of real-time systems often takes both fault tolerance and safety
solutions into consideration while paying special attention on hazardous timing-dependent
behaviors.

4.1 Basic Concepts

Dependability is a generic concept covering many qualities that are otherwise considered
separately, including reliability, availability, and security [4, 9]. It refers to the overall property of a
system that justifies placing one’s reliance or trust on it. Safety is often considered as a special
case of dependability [2]. It is closely related to reliability due to their common concerns of errors
or error handling (e.g., for the purpose of hazard control). On the other hand, compare to
reliability, which is a system internal property covering component/product failures, safety is also
concerned with the environmental conditions and the consequences of failure (i.e., the
occurrences of accidents). For example, a knife can be highly reliable but becomes unsafe in
wrong hands. See also Figure 3. A detailed discussion of such basic concepts can be found in a
recent paper by Avizienis and Laprie, etc [3].

Reliability

Environmental and
human factors

Non-hazardous/benign

- Hazardous system
system failures

failures

Figure 3. The concerns of reliability and safety: commonalities and differences.

Relating to abnormal system operations, three basic concepts are often used: failure, error, and
fault [2, 3]. A system fails when it deviates from the intended functions and behaviors. The forms
of deviations are often characterized in terms of failure modes. An error is the part of total system
states that can result in a system failure. A failure occurs when an error propagates from internal
states to external states. The causes of an error, either adjudged or hypothesized, are referred to
as faults (e.g., software bugs). A fault produces one or multiple errors when it is activated. Figure
4 shows the basic causal relationships of failure, error, and fault.
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Failures are traditionally classified into benign failures and catastrophic failures according to their
effects on the environment [4]. Failures that results in death, injury, occupational illness, damage
to or loss of equipment or property is also referred to as mishaps. Based on the perceived
regularity, a failure can also be a consistent failure or an inconsistent failure (e.g., Byzantine
failures). There are also different kinds of faults. In [2], faults are classified into primary,
secondary, and command faults according to the origins. While a primary fault originates from
mistakes in specification, design, and implementation (e.g., a wrongly programmed branch), a
secondary fault is caused by incompatible environmental conditions (e.g., faulty sensory inputs
and hardware overload). Command faults are concerned with the controls to a system (e.g.,
erroneous initiation, violations of precedence and mutual exclusion). In [3], eight elementary fault
classes have been identified using eight viewpoints, including phase-of-creation, system-
boundaries (relating to the location of fault origin), phenomenological-causes (relating to the
causing factors), dimension (relating to the effects of faults), etc. These elementary fault classes
are then combined to produce thirty-one combined fault classes.

Fault Error Failure Fault
R Activation »| Propagation > Causation P
A fault produces one or A failure occurs when an The failure of a
multiple errors when it is error propagates from system/component may
activated; internal states to external become a fault for other
states. system(s)/component(s).

Figure 4. An activity based description of generic causal relationships of failure, error, and
fault.

4.2 Safety Engineering

Safety engineering considers safety as a system wide problem, relating to the freedom from
accidents or losses given certain environmental conditions [1, 2]. A safety critical system is a
system that the operations, if not performed, or performed incorrectly in logic or in time, could
result in danger, injury, death, or property damages. An intrinsically safe system, on the other
hand, cannot generate or release sufficient energy or cause harmful exposures under normal or
abnormal conditions given the equipment and personnel in their most vulnerable condition.

Safety is normally defined using two factors: hazard and its risk (See also IEC 61508-4 (3.1.2),
NASA-STD-8719.13A, and MIL_STD_882). While a hazard is a system state potentially causing
accidents (e.g., brake failing in a vehicle), the risk is concerned with the degree of acceptance of
the hazard in certain environmental conditions, based on e.g. severity, probability and possible
mitigation of the hazard’s effect.

State-of-the-art safety engineering for (embedded) software systems involves at least the following
three key areas further discussed in the following part of this section: safety analysis, specification
of safety requirements, and safety design in terms of hazard control.

4.2.1 Safety Analysis Methods and Approaches

Safety analysis is normally performed according to a standardized process involving two major
tasks: risk assessment and hazard analysis [1, 2].

The aim of risk assessment is to determine acceptance of hazards especially when such hazards
could not be completely eliminated/controlled. This is normally performed by considering the
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environmental conditions along with the exposure or duration factors. One way to define risk is to
combine the hazard-level, the likelihood of accident (e.g., the possibility of causing accidents), and
hazard exposure/duration. Risk can also be defined as a function of the frequency of occurrence
of an undesired event, the potential severity of consequences, and the uncertainties associated
with the frequency and severity.

Hazard analysis plays a central role in safety engineering. It aims to identify hazards as well as
their causes and consequences, to assess the levels of hazards in terms of probability and
criticality, and to derive safety specific requirements or solutions. For safety critical systems, it is
preferred such a analysis is performed at different design stages and with different levels of
abstraction, such as in terms of PHA (Preliminary Hazard Analysis), SHA (System Hazard
Analysis), SSHA (Subsystem Hazard Analysis), and OSHA (Operating and Support Hazard
Analysis)! [1] [2]. Another common methodology is to apply FFA (Functional Failure Analysis) [24]
at system-level for the analysis of top-level hazards and FMEA (Failure Modes and Effects
Analysis) [26] at the subsystems/components for the derivation of causing factors. See e.g., [10]
and [28].

Key activities of hazard analysis include (1) identifying hazards, (2) revealing the causing factors of
hazards, (3) assessing the levels of hazards[HLi],[T2] and (4) deriving safety requirements [1][2]. In
safety engineering, these activities are normally guided with a set of classical safety analysis
methods. There are also formal safety analysis techniques, in which some formal system behavior
descriptions are used for characterizing errors and their propagations as well as for deriving the
analysis results. These two approaches are introduced below.

Classical Methods for Hazard Analysis and Extensions

Classical safety analysis techniques include HAZOP (Hazard and Operability Studies) [24], FFA
(Functional Failure Analysis) [25], FMEA (Failure Modes and Effects Analysis) [26] and FTA (Fault
Tree Analysis) [27]. These techniques are originally developed for conventional physical systems,
differing from software systems in failure modes and propagation mechanisms. In recent years,
several adaptations of such classical methods have been proposed, targeting software at different
levels of detail, such as the extensions of HAZOP in [19] and [20], software FMEA in [14] and [15],
and software FTA [11] in [12] (Further discussed in the latter parts of this section).

Both FFA and HAZOP are widely used techniques for identifying unknown hazards of a system.
Other sources for hazard identification include historical experiences, lessons-learned, and domain
standards. FFA is a top-down approach, focusing on functional failures of a system as well as their
effects and criticalities. The analysis is performed by examining each function for failure modes in
a number of predefined classes (e.g., loss, inadvertent delivery, and erroneous values), typically
based on a functional description of systems (e.g., functional block diagram). HAZOP is an
exploratory analysis technique. It supports hazard identification by formulating what-if questions
based on a set of guidewords (e.g., NOT, MORE, and LESS), concerning system uses (e.g.,
normal, tests, repair), physical properties (e.g., energy flow and control, explosives, and toxic
substances), logic and behaviors (e.g., interactions, activations, and environmental scenarios).

Once hazards have been identified, they are evaluated and classified with hazard-levels for the
purpose of risk assessment. Hazard-levels are often based on a combination of two measures:
severity/criticality (i.e., the worst possible accident) and likelihood of occurrence (i.e., the possibility
for a hazard to occur), such as in MIL-STD-882B (see also Figure 5). Hazard severity is often

1 A PHA targets conceptual design at early lifecycle stages. A SHA focuses on the interfaces between subsystems or to the
operational environment. A SSHA is concerned with the effects of component failures on the entire system. An OSHA is related to the
hazards of system usage and modifications.
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treated as a continuum on which several cut-off points are established (e.g., negligible, marginal,
serious, critical). For most cases, the likelihoods of hazards are often assessed qualitatively using
a discrete portability category (e.g., frequent, occasional, and impossible). It is possible to obtain
guantitative measures of hazard likelihood, such as in terms of the probabilities of events in a fault
tree (e.g., 107 per year). Other additional factors such as exposure, duration and warning time can
also be taken into consideration.

Hazard effect category
| Il Il v
Cat astrophic Critical Mar gi nal Negl i gi bl e

A Frequent I-A I -A I -A IV-A

B Mbderate 1-B I - B Il - B IV- B

Hgazuasred C Cccasi onal - C I - C I - C Iv- C
Level D Renot e |- D I - D I - D IV- D
E Unlikely |- E I - E I - E V- E

F i mpossible - F I - F Il - F V- F

Exanpl e: For vehicle systens, hazards at the level of |-C can for exanpl e be:
collision (with other vehicles, road obstacles, rock or ice, animals) and
overturn (on mountain or bridge, in tunnel, into other vehicles).

Figure 5. The predefined categories of hazard severity and likelihood in MIL-STD-882B.

Revealing the causing factors of hazards is an essential step towards the specification of safety
requirements and the design of hazard control solutions. This activity is also referred to as hazard
causal analysis [2]. Common techniques for this type of analysis include FMEA and FTA. FMEA is
a bottom-up technique that derives the possible causes of system/component failures by
reasoning about the effects of abnormal behaviors and other details within a system/component.
The results from FMEA are often captured in tabular form. FTA is a top-down technique that
searches the possible causes of a given system/component hazard by tracing back from a top
level failure event to the lower level events contributing to it. The results from FTA are given as
fault trees depicting the causal or logical relationships of events.

Because of their origins from the engineering of physical systems, classical hazard analysis
techniques are normally not directly applicable for software systems. This is mainly due to their
differences in failure modes and propagation mechanisms.

In [11], the traditional FTA (Fault Trees Analysis) has been extended to SFTA (Software Fault
Trees Analysis) for software programs. SFTA provides a failure semantics for the statements of a
programming language (e.g., if-then-else, procedure-call, and loop) to support the reasoning of
logical errors. A further extension of the SFTA technique can be found in [12], where other
sources of software failure modes than logical errors, such as compiler faults, hardware failures,
and electromagnetic interference, are taken into consideration. This approach also provides a
weakest precondition? based representation of fault trees to ease the reasoning of program failure
modes.

An extension of the traditional FMEA for software programs is the SFMEA [14, 15]. Similar to
FMEA, SFMEA is a tabular technique with some predefined failure modes. SFMEA provides a set
of refined failure modes for software. For example, for each input/output of a software process, the

2 Weakest precondition (WP) is a canonical predicate transformer of sequential imperative programming. Each WP is a statement is a
statement about the domain and range of a function (e.g., a program statement or an entire program). For example, wp(S, R) denotes
the precondition for the statement S to meet the requirement R in terms of a predicate or postcondition. A precondition is “weak” in the
sense that it represents a general restriction (e.g., “y > 15" for“y 5> 10" to be TRUE).
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postulated failure modes are: absent-data, incorrect-data, timing-of-data-wrong, and duplicate-
data. For transformations of inputs into outputs, the failures modes are: halt/abnormal termination,
omission, incorrect logic/event, and timing/order.

Extensions of HAZOP for computer systems can for example be found in [19]. A recent effort is to
support HAZOP on object-oriented software. In [20], a set of guidewords is proposed for
performing HAZOP on some OO models, including state-transition diagram, class diagram, and
sequence diagram. This approach has been further refined in [21], where more detailed features
of UML are taken into consideration. For example, the suggested guide-words for the Multiplicity
attribute of Associations include: None, More/Less, As-well-as, Part-of, and Other-than. The
suggested guide-words for the sender/receiver attribute of Messages are: No, Other-than, As-well-
as, Sooner, and Later.

Formal Approaches to Safety Analysis

The focuses of classical safety analysis techniques are in general on supporting the reasoning of
possible failures (i.e., in terms of failure-modes) and on recording the causal relationships of
failure events (e.g., in tabular and tree structures). The analysis normally requires a description of
the logical structure of systems. However, it is up to the engineers, on the basis of their
understanding of the systems, to decide the actual failures of concern and the propagations.
Another common limitation of the classical techniques is the combinational effects of multiple
component failures. While a component can have failure modes, it might be reasonable to
consider effects of multiple component failures such as in a certain time sequence.

To extend and complement the classical safety analysis techniques and also to automate the
activities, a large set of formal safety analysis techniques has been proposed over the years.
These formal techniques differ from the classical ones in providing executable models and in using
some formal/mathematical methods for the check of safety property (e.g., model-checkers or
theorem-proverbs). One common approach is through first capturing the nominal behaviors in a
formal description and then augmenting the description with failure behaviors (i.e., injecting
failures in the model) for the analysis. This represented by the SMHA (State Machine Hazard
Analysis) methodology [2]. SMHA is based on a state machine based description of systems as
well as the software and hardware components. It extends a nominal behavior model by adding
failure behaviors at the interfaces of components. The analysis is then supported by a reachability
assessment technique (i.e., model-checking), which starts from the hazardous state and works
back along the path to determine the effects and to make necessary changes so that the
undesired states become unreachable.

Currently, the use of formal safety analysis techniques, although not new, is still immature. Some
major obstacles are concerned with the communications and integrations between system design
and formal safety assessment with respect to the activities, the models, and the tools [30]. From a
model based systems development’s point of view, one important modeling issue is the ability of
separating failure behaviors from nominal functionality. This is because that the models of failure
behaviors are essentially orthogonal with respect to the design and analysis of nominal
functionality and non-productive with respect to system synthesis. For example, it would be
impossible to generate application code from a component model that has an integrated failure
and nominal behavior.

ESACS (Enhanced Safety Assessment for Complex Systems)

The European project ESACS (FP5, 2001-2003) [29, 54] for aeronautical systems aims to support
safety analysis using dynamic formal system models where failures are also included. It provides
both a methodology and a platform.

The ESACS methodology distinguishes models of nominal and failure behaviors by introducing the
concepts of System Model (SM), Formal Safety Model (FoSaM), and Extended System Model
(ESM).
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The SM is a formal description of nominal system behaviors, produced for functional
design.

The ESM provides a formal description of failure behaviors by refining the SM and/or the
FoSaM with failure modes.

The FoSaM represents some early considerations for the safety of some potential system
components such as their possible faulty behaviors and patterns for fault-tolerance or
hazard-control (e.g., N-version masking).

To support the capturing of failure modes and the specification of safety requirements, ESACS
provides a library of generic failure modes, referred to as Generic Failure Modes Library (GFML),
and a library of basic safety requirements, referred to as Generic Safety Requirement Library
(GSRL). Several formal languages have been used for the modeling, including Simulink, NuSMV,
and AltaRica.

While the ESACS methodology provides a common formal language for the modeling and a
process definition, the platform automates the process based on some industrial tools like SCADE,
Statemate, and VIS model checker. These tools enable to search for sequences of events so that
the consequences of failure can be assessed.

The ESACS methodology and tools were applied to several case studies provided by the aircraft
manufacturers. See e.g., [53, 54].

ISAAC (Improvement of Safety Activities on Aeronautical Complex systems)

A follow-up project of ESACS is ISAAC (FP6-2002-Aero-1-501848) [46], aiming to support the
improvement and integration of safety activities of aeronautical complex systems. The ISAAC
project further develops and extends results from ESACS with formal descriptions for human
errors, formal analysis of common cause and testability, as well as improved tool and process
integration supports. The ISAAC consortium comprises aeronautical industries (Alenia, AIRBUS,
Saab, SIA, Dassault) and research centres leaders in formal verification, safety assessment, and
tool development (ITC, ONERA, OFFIS, PROVER).

4.2.2 Specification of Safety Requirements

The levels of hazards indicate the necessities and efforts of safety design. While hazards below a
certain level are acceptable, higher level hazards need to be treated either by making changes on
the design or environmental conditions, or by mitigating the severity of hazard by safety devices,
or by reducing the likelihood of hazards by fault-tolerance measures at run-time, or by preventing
hazardous states (e.g., mutual exclusion). The specifications of such measures in terms of related
design criteria and constraints are referred to as safety requirements. For example, if door open at
high speed is classified as an unacceptable hazard of a car, the design criteria could state that the
car must not be capable of getting into high speed when any door open is open. To derive lower
level safety requirements, the descriptions of causes of hazard such as in terms of fault tree
become necessary. To ensure that safety requirements have been correctly implemented so that
hazards are under control, verifications in terms of analysis, simulation, and testing is needed.

Safety Integrity Levels (SILs)

Closely related to the concept of safety design requirements is the Safety Integrity Levels (SILs),
defined in IEC61508 for E/E/PE safety-related systems and other domain specific standards (e.g.,
IEC61511, IEC62061 or ISA S84.01). Central to the IEC61508 are the concepts of risk and safety
functions.

Risk: a measure of the severity and probability of dangerous failures.
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Safety functions: E/E/PES systems and other technologies that are introduced in order to
achieve functional safety, i.e., to maintain the risks at acceptable levels in respect of
hazardous events.

IEC61508 specifies safety functions using two types of requirements:
Safety function requirements: relating to the functionality of a safety function.

Safety integrity requirements: relating to the effectiveness of a safety function in terms of its
likelihood of performing satisfactorily.

While the safety function requirements are mainly derived from hazard analysis, the safety
integrity requirements are determined based on risk assessment. IEC61508 provides four discrete
SIL levels according to the average PFD (Probability of Failure upon Demand). See also Figure 6.

PFD (probability of failure upon
denmand)
SI L4 -5 -4
Saf ety 10> to 10
Integrity| SIL3 104 to 102
Level s S L2 3 2
(Sl Ls) 10°° to 10
SIL1 102 to 10°*

Figure 6. SILs for systems operating in the 'low demand mode of operation’' with SIL4 being
the most dependable.

Formal Specification

While techniques like FTA and FMEA have been widely used for hazard causal analysis, formal
techniques based on discrete mathematics have been advocated for more accurate descriptions
of safety requirements as well as for information management [6]. One advantage of formal
approach is that it makes possible to understand and verify the completeness, the correctness,
and the compatibility throughout the development. Moreover, a formal approach is also considered
necessary for enabling automated verification of the completeness and correctness.

In [6] [7], a time-functions and predicates based approach has been proposed to provide a precise
description of requirements and software design for safety critical systems. This approach
provides a formal definition of specification content. See Table 2 for an overview of the basic
principles. At the system level (i.e., independent of software and hardware implementation), two
main documents are considered necessary: System Requirement Document and System Design
Document. These two system level documents together determine the Software Requirements.
There is also a Software Function Specification, which is an optional document used to describe
additional design decisions and software behaviors that cannot be completely constrained by the
system level specifications. For the ease of engineering practices, requirement representations in
a tabular format is supported and proven useful.

Historically, the discontinuity between system and software safety requirements has made the
translation from system safety requirements to software requirements a problem. Fault trees,
constructed for hazard causal analysis, have also been used or interpreted as safety
requirements. However, since traditional fault trees cover only the causal aspect of failures in
Boolean logic, it is considered insufficient for specifying software systems because of the lack of
information concerning ordering, timing, and synchronization.
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Table 2. An overview of basic principles in the requirements documentation in an approach
proposed for safety critical software systems.

Type of Cont ent of Formal Noti ons
Docunent ati on Descri ption/ Speci fication
System - State variables of system The values of each state variable is
; i i i tor of time functions
Redui r ement envi ronnent which are grven as a vec )
q classified as nonitored, such as mM=(m',m', ..., ni) one that
Docunent control l ed. or both. contains for nonitored variables m
’ and c'=(ci',cot, ..., c') for controlled
vari abl es c.
- (Functional )Rel ations anong 1) NAT(m, c"), describing the
environnental state variables relations anong state variables
due to physical, natural or i nposed by the environment itself,
other constraints. e.g. in terms of physical

restrictions.

- Additional relations to be t S
establ i shed and mai ntai ned by 2) REQm, c'), describing the
the conputer systemitself when rel ations anong state vari abl es
it will operate on this supported by the conputer system

envi ronnent .

Syst em Desi gn - Communi cati ons between the 3) 1 N(rﬁ_, i, describing the behavior
Document conputers and the environnent of the input devices,

in terns of the relations that - .
will exist between the val ues 4) QuUT(o', c'), describing the behavior
of the environmental state of the output devices.
vari abl es and the val ues of the
conput er input/output

registers.
Sof t war e - relations of input-output 5) SOF(i', o), describing the input-
Requi r enent s vari abl es to be established and | output behavior provided by the

mai nt ai ned by the conputer software. For the software to be

sof t war e acceptabl e, SOF nust satisfy the

follow ng rel ation:

m,it o, ct [INM, i) SOF(it, of)
QUT( o', c') NAT( i, ¢*) REQ(ni, ¢')]

- Safety related requirenents could be specified using a different version of REQ For
exanpl e, while REQ should hold when the system works normally in the environnent and weaker
version REQ is used to specify fail safe requirenents.

There has been a lot of research efforts focused specially on associating the trees with precise
behavior semantics. In [17], the causal relations of a fault tree are formalized and interpreted
through an event-action semantics (e.g., Petri-net). This technique makes it possible to deduce
the timing requirements based on the specifications of enabling conditions of events within
minimal cut sets. In [18], fault trees have been formalized as temporal formulas in order to support
the derivation of software safety requirements. To generate the temporal formulas, a system is
first modeled as a collection of states in terms of time functions and then specified by constraining
and relating the states over time using a timed temporal logic (referred to as duration calculus).

For safety critical software systems, one important issue is to explicitly include system-level intents
and properties relating to safety in the description of software requirements and design [8]. Such a
traceability support is important for relating system safety to software safety and for controlling
changes. To this end, the key is to maintain a structure that records the links between the
specifications at different levels of abstraction [16].

4.2.3 Hazard Control

Hazard control is necessary when it is not possible or practical to completely avoid or eliminate the
hazards of a system that is not intrinsically safe. There are mainly two approaches to hazard
control [1][5]: hazard-prevention and hazard-detection-and-response. The design of such solutions
often involves tradeoffs with respect to other qualities of a system, such as performance and
memory load.
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Hazard-prevention refers to special purpose designs that are used to prevent the occurrences of
hazardous states, such as in terms of lock-in, lock-out, and inter-lock. For example, for high
voltage equipments, an inter-lock solution can be used to ensure that the circuit is broken when
the access door is opened. Typical hazard-prevention design in computer systems can be
hardware mechanisms like lockouts (e.g., jumper setting) and watchdog timers, software solutions
like sanity-checks on the data, and architectural measures like isolation of safety-critical modules.

Hazard-detection-and-response refers to fail-safe designs that monitor the execution of a system
and respond to the occurrences of hazardous states. This involves mechanisms like self-tests,
exception-handling, warnings to operators or users, and reconfigurations.

4.3 Dependability Engineering

One major concern of dependability engineering is to ensure that a system has an acceptable
level of service even when faults occur [5]. In this respect, solutions for dependability can
contribute to safety in terms of hazard-control. On the other hand, solutions for dependability can
sometimes also lead to system hazards. For example, it has been observed in [22] that the
asynchronous software processes responsible for error recovery onboard spacecraft can lead to
unsafe system states if not properly scheduled.

In general, dependability engineering has three major aspects[3][4][5].

Fault avoidance — aiming to prevent the introduction and occurrence of faults during system
development.

Fault removal — aiming to find out and remove faults within a system either during system
development or during system use.

Fault tolerance — aiming to ensure correct system operations in the presence of faults during
system runt-time.

4.3.1 Fault Avoidance, Fault Removal, and Fault Tolerance

Since many design decisions during system development has impacts on the safety of final
products, one major concern of safety engineering is the quality of engineering. Fault avoidance is
essentially a systematic engineering approach where rigorous design, implementation, and
maintenance measures are adopted to prevent (hazardous) faults. This implies both managerial
supports for process and information management, and technical and tool supports for decision-
making and V&V. Fault avoidance is especially necessary when the quality of concern cannot be
directly assessed (e.g., reliability of software systems). Different safety standards prescribe
necessary process management and technical measures, of which the implementation is then
reviewed and validated as means of obtaining confidence about product quality. For example, a
wide range of techniques is suggested in IEC1508, such as structured specification for reducing
the complexity of requirements, checklists and inspection for preventing specification
incompleteness or contradictions, layering and modularization in software and hardware design,
etc.

Fault removal is a mechanism for identification and correction of faults. It involves three basic
steps: verification, diagnosis, and correction [3].

At the verification step, the satisfactions of a system with respect to given properties are
checked.

If mismatches have been found, the causing factors in terms of faults are located at the
diagnosis step and corrected at the correction step.
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Essential way of performing fault removal at development-time is through verification in various
forms. There are two approaches to verification: static verification (e.g., theorem-prove and
walkthrough) and dynamic verification (e.g. testing). Testing for fault removal is also referred to as
fault-finding-testing. A classification of testing techniques for computer software and hardware can
be found in [3]. The basic types include three of testing: conformance-testing vs. fault-finding-
testing according to according to the purpose of testing, functional-testing versus structural-testing
according to required system model, and fault -based-testing vs. criteria-based-testing according
to the involvement of fault models.

Fault tolerance techniques provide failure avoidance support to a system by preventing erroneous
states from being propagated to a failure. It allows a system to operate normally or at a degraded
level in the presence of faults, which have not been avoided or removed during system
development.

Three major activities can be identified in fault tolerance: error detection, error handling, and fault
treatment [2][3][4]. While error detection is responsible for detecting that error exists, error
handling provides support for substituting erroneous states with an error-free state after
diagnosing the damage of a detected error. Fault handling is a further support that prevents the
faults of detected errors from being activated again.

Depending on the errors of concern, there is a wide range of error detection techniques. Examples
include monitoring functions, replica, time stamp, and various techniques in communication
protocols such as Checksum, Cyclical Redundancy Checking (CRC), and Parity Checking.

Error handling is normally achieved either by error compensation in value or by error recovery in
time [5].

Compensation in value is normally achieved by redundancy where errors are masked by
correct values (e.g., Triple Modular Redundancy - TMR). Error compensation is also referred
to as fault-masking.

There are two types of recovery approaches: backward recovery and forward recovery. While
a backward recovery brings the system back to an error-free state that exists prior to an error
state (e.g., checkpoints), a forward recovery brings the system an error-free state that is a
future state of an error state (e.g., in terms of exception handling).

Fault treatment in fault tolerance is closely related to fault removal at run-time. It normally consists
of three sequential activities: diagnosis, isolation/exclusion, and reconfiguration. The diagnosis
determines the location and nature of faults that have resulted in errors. The faulty components
are then prevented from further execution by physical or logical isolation/exclusion. The
reconfiguration activity produces a new system image by either replacing a faulty component or
reassigning tasks to non-failed components.

4.3.2 Failure Semantics

In principle, fault tolerance can be provided at different levels in a system hierarchy, and in many
different ways. Because the choices of architectural solutions as well as the assessments of the
adequacy are tied to the failures to be handled, one important activity in developing fault-tolerant
system is to identify and specify the failure behaviors. Failure behaviors are also referred to as
failure-semantics or failure-modes.

In [23], some essential design issues and choices in fault-tolerant systems are provided. The main
concepts include the Depends-Upon relation and the distinction between the standard and failure
semantics.

A Depends-Upon relationship is established if the correctness of one component’'s behavior
depends on the behavioral correctness of another component, which can be either at the same
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level or at a different level in a system hierarchy. For example, a software program depends on
processor and communication services.

The failure semantics, classified as in Table 3, specify the likely behaviors that a component
may exhibit when it fails to provide its standard (i.e., correct) behaviors. For example, if a
communication service is allowed to lose or delay messages, but is unlikely to produce
corrupted messages, it has an omission-performance failure semantics.

Table 3. One classification of basic failure semantics.

Sone Basic Failure Semantics Definition

Om ssi on Rel ating to failures that occur when a conponent fails to
respond to an input.

Timng failure Rel ating to failures that occur when a correct response is
delivered, but outside the real-tine interval required.

Early-timng failure Relating to timng failures where the timng is shorter
than the real-tine interval required.

Late-ti m ng/ Perfornance Relating to timng failures where the timng is longer than

failure the real -tinme interval required.

Response failures Rel ating to failures that occur when a conponent either
delivers an incorrect value or perfornms an incorrect state
change.

Val ue failure Rel ating to response failures where the value of output is
i ncorrect.

State transition failure Rel ating to response failures where the state transition
takes place incorrectly.

Crash failure Relating to failures that occur when a conponent suffers an
om ssion failure and thereafter performs no actions until

it is restarted.

Ammesi a- cr ash Relating to crash failures with restart in a predefined
initial state that does not depend on the inputs seen
before the crash.

Parti al - ammesi a-cr ash Rel ating to crash failures with restart in a state of which
only some part is the sane as before the crash while the
rest is reset to a predefined initial state.

Pause- cr ash Relating to crash failures with restart in the state it had
before the crash.
Hal ti ng-crash Relating to crash that never restarts.
Arbitrary/Byzantine failure Relating to failures that are totally unconstrai ned.

Other classifications of failure semantics include the failure-modes proposed by Rushby [5],
including functional/logical failures, timing failures, and their combinations. The functional failures
include omission, commission, sequence failures, and value failures.

Another main concept in [23] is that a failure behavior is considered only with respect to a certain
specification and at a certain level of abstraction of a system. Due to a depend-upon relationship,
a failure of a certain type at a lower level of abstraction can propagate to a failure of a different
type at the higher level of abstraction. For example, a value failure at the physical transmission
layer of a network can propagate to an omission failure at the data link layer that implements a
mechanism for detecting the corruption and for discarding corrupted messages. Another example
is the exception-handling mechanism, also referred to as hierarchical masking. It provides a way of
propagating information about failure detection across abstraction levels and mask low level
failures from higher level servers.

In fault-tolerant computing, the choice of architectural solutions depends on the assignments of
failure semantics [23]. For example, for a storage server suffering both omission and read value
failures, a fault tolerant solution with triple-redundancy and majority-voting is considered
necessary. However, if some error detecting codes is introduced so that the server only suffers
omission failures, a redundant solution with two identical physically independent elementary
servers can be considered sufficient. For redundant solutions (i.e., group masking), one general
rule for trade-off is: the runtime cost for group management (such as with respect to group
consistency, communication, and membership) is higher when the failure semantics of group
members becomes weaker.
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4.3.3 Specification for Dependability

Concerning component specification, one major concept in [23] is that the information must
include not only the standard and failure semantics, but also a stochastic specification in order to
support the choice of fault tolerance design and the verification. The stochastic requirements
should prescribe two probabilities:

(1) a minimum probability that the standard-behavior of a component is observed at run-time 3;

(2) a maximum probability that a potentially catastrophic failure different from the specified failure-
behavior semantics is observed.

A failure semantics is considered appropriate if the design meets the stochastic requirements. To
check the satisfactions, stochastic modeling/simulation/testing techniques are considered
necessary (see Section 4.3.4).

For example, the speciation of a single fault tolerant storage service S includes the following
information.4

Standard semantics: an S-read following an S-write returns the value written.

Failure semantics: the S-writes never fail and the only admissible S-read failures are omission
failures.

Stochastic specification: (1) the probability of observing the specified standard behavior should
be at least 1-fs, where fs=10™% (2) the probability of observing a value failure should be at
most cs=10"8,

4.3.4 Analysis of Reliability and Availability

The analysis of reliability and availability is concerned with the estimates of failure rates and repair
time of a system. One common way of performing the analysis is to first define a stochastic
process describing the error propagations, such as through the use of Markov modeling, and after
which to derive the overall reliability and availability from the reliability of the parts.

To conduct the analysis, the following related information is necessary:

Component failure semantics — relating to error behaviors of component, such as failure
modes, their failure-rates and repair-rates with possible distributions.

System configuration and error propagation — relating to the propagation of errors
among components and across abstraction and implementation levels.

Mechanisms for error detection and handling — relating to fault-tolerance design at
different levels, such as application level redundancy and recovery, middleware support to
detection and handling of message corruptions and losses, OS support to timing protection
and memory protection.

It is difficult to assess software reliability in terms of failure rates, especially in the ultracritical
region where empirical measurement is infeasible. One reason for this is due to the complexity
software systems in terms of intricate interactions, mutually dependent failure behaviors, resource

3 This probability is related to the notion of reliability.
4 To meet this requirement, a duplex design with two independent servers that support 1-bit error detection can be chosen. The

requirement is for example satisfied if each of these servers supports the standard behavior with a probability in (1—10'9) and only has
value failure with a maximum probability in10™°.
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sharing, and the gap between design and implementation [5]. Over the years, many reliability
models for analysis and prediction of software failure rates have been developed. In [64], these
include models has been classified into state-based software reliability models, path-based
software reliability models, and additive software reliability models. A detailed discussion and
comparison of these software reliability models in the context of software architecture can also be
found in the same paper.

State-based software reliability models provide software failure behaviors in terms of
discrete time Markov chain (DTMC), continuous time Markov chain (CTMC), or semi-
Markov process (SMP) by extending a control-flow based nominal behavior description.
Such models assume Markov Property, which means the future behavior of the system is
conditionally independent of the past behavior. Software reliability models in this direction
include Littlewood Model, Cheung Model, Laprie Model, and Kubat Model.

Path-based software reliability models are based on the state-based models but also
take the possible execution paths of programs into consideration. Software reliability
models in this direction include Shooman Model, Krishnamurthy and Mathur Model, and
Yacoub et al. Model.

Additive models focus on estimating the overall application reliability using the
component’s failure data. Such models target software testing phase and assume that
each component reliability is modeled by non-homogeneous Poisson process (NHPP).
Software reliability models in this direction include Xie and Wohlin model and Everett
Model.

4.4 Real-time Systems Engineering

A real-time system is a computer system that has to meet timeliness requirements in the sense
that its correctness also depends on the timing of its behaviors. Because of the dynamics under
control, an embedded computer control system is often both a safety critical system and a real-
time system.

4.4.1 Design Issues

There are two main issues in the development: (1). the derivation of timing constraints; and (2) the
construction of a task structure and an execution scheme to satisfy those constraints [5].

For embedded control systems, one important source of timing constraints is the design of
automatic control. For example, according to a rule-of-thumb, the sampling period of motion
control functions should have a length that so that there are 4~10 sampling instants per rise time
of the closed loop system. In [31], the effects of three timing issues on feedback control have been
explained, including control delays, jitters, and transient/permanent errors.

Control delay — referring to the end-to-end time interval of a control loop, which can for
example consist of the sensor to controller delay, the controller to actuator delay, and the
actuator delay. The effect of this time interval on control design is that it introduces a phase
displacement and reduces a controller's phase margin. If not compensated in design, the
effect could be shown as deteriorated control stability.

Jitters — referring to unintentional time-variations in the duration of a time interval (e.g., a
sampling period) or in the start time of an event (e.g., input jitter and output jitter). Such a
timing inaccuracy in computer systems can for example be caused by hardware performance,
clock inaccuracy, or scheduling. While small jitters have only insignificant influence on the
control performance, larger jitters can lead to vacant sampling (i.e., loss of the current
feedback information) and hence an occasional open loop control. This will in turn affect
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control performance or stability, depending on the persistence of the phenomenon and the
dynamics of system under control.

Transient/Permanent errors — referring to the loss or corruption of data or signals due to
transient or permanent software and hardware failures. Such abnormal conditions can be
thought of as prolonged sampling interval or actuation delay, causing varying control delays or
open loop control.

For the purpose of implementation, a control design is partitioned and mapped onto software
tasks, which are then scheduled and allocated to a target platform for execution. Issues that are of
particular concern in determining the tasks and the allocations include [32]:

timing requirements from control design, and
other constraints such as resource utilizations, 1/0 locality, redundancy.

In scheduling, the timing requirements are transformed into a set of task parameters. There are
basically two scheduling approaches: offline vs. online.

In the offline approach, a schedule or dispatching table of software tasks is pre-computed
offline using task parameters like release time, WCET, deadline, and precedence [33]. At run-
time, the system simply invokes each task at predefined time instants according to the
schedule.

In the online approach, a schedule is generated at runtime according to the priorities assigned
to software tasks. The task execution can be preemptive or nonpreemptive. When software
tasks are initiated by interrupts of events or timer, the ready task that has the highest priority is
dispatched to run. Among others, RM (Rate Monotonic) and EDF (Earliest Deadline First),
originally defined in [34], are two classical optimal online scheduling algorithms.

Traditionally, real-time scheduling is based on the hard-soft assumption. That is, hard real-time
tasks are those where violations of deadline constraints are completely intolerable. In contrast, soft
real-time functions/tasks are those where occasional violations of deadline constraints are
tolerable. For control systems, a hard real-time assumption often leads to less efficient resource
utilization since most control functions do not have real hard deadline constraints. It is suggest in
[35] that a better criterion for online scheduling can be based on a benefit function of timeliness
with respect to system functionality, instead of only with deadlines.

4.4.2 Timing and Performance Analysis

The aim of timing analysis is to provide support to functionality (e.g., control) design, safety
design, as well as to the optimization of resource utilization. Because of the consequences of
delays and jitters, one focus of timing analysis is to assess the latencies throughout a control loop
and to estimate the jitters. This can be done by tracing the sequence of involved
functions/components and then combining the possible latencies at each portion. Throughput and
utilization analysis is normally supported by scheduling, simulation, or queuing theories.

To carry out the analysis, it is necessary that the following behavior and timing related information
is directly provided by the underlying models or can be easily derived:

Local behaviors of data, software tasks, and communications — relating to signal timing
and behaviors (e.g., the periodicity, arrival rates, the synchronization with task execution when
receiving and delivering signals), and task and communication schemes (e.g., the scheduling
algorithms, task execution and communication model, etc.). Some common timing parameters
include {period, deadline, and WCET} for periodic tasks, {min arrival interval, deadline} for
aperiodic tasks, and {transfer timing, buffering delay, message transfer delay} for
communication messages.
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Execution paths and ordering - relating to the control flow of an end-to-end loop and the
involved components.

Timing parameters of system activities and computer resources, e.g., clock period and
jitter, time resolution, dispatch time, etc.

4.5 Some Related Methods and Tools for Architecture Analysis and V&V

4.5.1 HiP-HOPS

HiP-HOPS (Hierarchically Performed Hazard Origin and Propagation Studies) [10] is a method for
(static) safety analysis through a combination of several classical techniques (i.e., FFA, FMEA,
and FTA). It relies on a hierarchical system description (e.g., functions, SW tasks, HW) and
provides the capability to synthesize an overall fault tree for an entire system automatically.

The HiP-HOPS method aims to enable an integrated safety analysis and systems design and
hence to make safety analysis up-to-date along with design refinement and evolution. The safety
analysis starts with an exploratory FFA analysis that identifies system hazards based on a model
of system functions. This functional failure analysis method extends the classical FFA method by
also considering plausible failure combinations and suggestions for hazard control. The outcome
is a table listing possible function failures, their contributing factors, effects, severity, and
recommendations for error detection and recovery.

With the system hazards identified, the analysis proceeds by identifying the failure behaviors of
HW/SW components that lead to the function failures. This is based on the IF-FMEA (Interface
Focused-FMEA) method, which extends the classical FMEA method by also considering the
effects of input deviations on component failure modes. The analysis treats each component
individually and determines the component failure logic by relating the output failure behaviors its
internal malfunctions and input deviations. The analysis outcome is described in a table with
Boolean logic.

Given the system hazards and component failures, HiP-HOPS synthesizes fault-trees by capturing
the relationships between hazards and component failures through the hierarchical system model.
The fault-tree synthesis algorithm traverses the system model both hieratically to relate each
hazard of a function with the failures of components implementing the function, and vertically to
relate the input deviations of such components with output failures of other components due to
error propagation. The tool also provides support to minimal cut-set analysis [HL3jand probabilistic
calculations on the fault trees._(In fault tree, a cut-set is a set of events leading to the root error
event. A minimal cut-set is a cut-set having no other cut-set as subset and hence captures single-
points-of-failure. Minimal cut-set is also referred to as singleton cut-set.)

The method is originally developed by University of York and has been used in the European
projects TTA and SETTA for safety analysis and fault tree synthesis. The implementation is
currently supported by a tool-box in Matlab/Simulink for failure-modes annotation and a XML-file
based transformation between Matlab/Simulink file and fault tree synthesis tools. Ongoing efforts
related to HiP-HOPS include the synthesis and analysis of temporal fault trees taking the ordering
of events into consideration. It is also an intension to combine safety analysis with other work on
multicriteria optimization such as to support the search for (Pareto) optimal tradeoffs among
safety, reliability and cost for automotive systems. See e.g., [56].

452 Galileo
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Galileo [48] is a fault tree modeling and reliability analysis tool, which relies on other tools for
generation of the fault trees (e.g., the FSAP tool introduced in the following section). It implements
the DIFTree (Dynamic Innovative Fault Tree) analysis methodology that combines static and
dynamic fault-tree analysis techniques with a modular approach. The dynamic fault trees extend
traditional (static) fault trees with respect to the ordering of failures behaviors and their functional
dependencies. The analysis is performed through converting the trees into equivalent Markov
model.

Galileo is developed by University of Virginia. It is free for evaluation purposes and can be
acquired through <www.cs.virginia.edu/~ftree/>.

4.5.3 FSAP/NUSMV-SA

FSAP/NUSMV-SA [49] is a toolset and environment for the generation of fault trees and the
analysis of safety. It uses the FSAP (Formal Safety Analysis Platform) to provide a graphical front-
end to the user, and the NuSMV-SA model-checker to provides the analysis leverage. The
functionality of FSAP/NUSMV-SA include: support for model construction (e.g., failure mode
definition based on a library of predefined failure modes), automatic fault injection, support for
safety requirements definition (in the form of temporal logic formulas), automatic fault tree
construction for both monotonic and non monotonic systems, user-guided or random simulation,
counterexample trace generation, and failure ordering analysis.

The tool environment is developed by ITC-IRST within the European project ESACS (Enhanced
Safety Assessment for Complex Systems, 2001-2003), aiming to develop safety assessment
techniques based on formal techniques. It is available for evaluation purposes through <
sra.itc.it/tools/[FSAP/>

454 SpecTRM

SpecTRM (Specification Tools and Requirements Methodology) is a toolset to support the
specification and development of safe systems and software. Instead of on analysis techniques,
SpecTRM has its emphasis on supports to system specifications and the traceability of
requirements and design rationale derived from analysis (e.g., safety constraints derived from
FTA) throughout system design and documentation. The toolset also provides an executable
requirements modeling language (SpecTRM-RL) based on state machines.

SpecTRM features intent-specification [8], which is a notion of for safety-driven system design and
a format for system specification. The key concept is to integrate and preserve information about
why decisions were made for system review and evolution. There are mainly six levels of
specification, ranging from the specification of system purposes in terms of requirements, to the
specifications of logic functions, to the specifications of software and hardware implementation.
Each level of the intent specification is integrated with a type of V&V (e.g., hazard analysis and
testing). Mapping between levels and across the analysis and design domains makes it possible to
provide and preserve the relational of a design, hence facilitating system review and evolution. For
example, at the system purpose level, the V&V is supported by hazard analysis through the use of
fault tree analysis (FTA). Then, to integrate the safety concern into system design, the SpecTRM
links down from the leaf nodes in the fault tree to constraints of hazard control design at the
function specification at the lower level.

SpecTRM is the work of MIT with an avionics background. It is based on the Eclipse tool
framework to permit integration of other tools. There are attempts to extend it with plug-ins for
integrating with Matlab/Simulink, Esteral, and model-checking tools. The toolset has been
commercialized. A free version for evaluation can be acquired through <www.safeware-eng.com>.
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455 MAST

MAST (Modelling and Analysis Suite for Real-Time Applications) [50] is an open source toolset for
modeling event-driven real time systems and performing the timing analysis. It supports a rich set
of scheduling policies on a distributed system such as preemptive & non-preemptive, interrupts,
sporadic servers, and polling. MAST provides a tool support within the ROSE UML CASE tool,
which implements a real-time extension to UML, for extracting and translating the timing related
information in UML models.

The central concept in MAST model is transaction, which is a sequence of internal-events and
event-handlers that is triggered by one or more external events. Event-handlers are actions that
are activated by the arrival of one or more events, and generate one or more events at their
output. There are two types of event-handlers: structural handlers for event handling without
consumption of resources or execution time, and activities for event handling with run-time effects.
Timing requirement are imposed on the associated internal events, including deadline, max-
output-jitter, and max-miss-ratio. The deadline requirement specifies the allowed max of a relative
interval to the generation of an event either from the corresponding triggering events or from
another global reference event. The jitter requirements delimit the jitters of deadlines. A deadline
may be hard or soft. The max-miss-ratio requirement quantifies the allowed violations of soft
deadlines.

Given a MAST model, a variety of timing analysis is supported to determine the schedulability of
the system based on fixed priority schema. These include offset-based schedulability analysis,
calculation of blocking times, optimal priority assignments, deadlock checking, as well as
transaction and system slack calculations (i.e., possible percentage increase of execution times of
operations while maintaining schedulability). For soft real-time transactions, discrete-event
simulation of the behaviors and timing is possible.

The Mast toolset is a work of University de Cantabira. See <mast.unican.es> for its current
updates and available downloads.

45.6 MILAN

MILAN (Model based Integrated simuLAtioN) [57] [58] is a modeling and simulation framework for
the development of embedded signal processing systems. It is based on the MIC (Model
Integrated Computing) [59] methodology, allowing separate system views in a variety of domain
specific tools and providing support to integrate such views through model transformation.

To support the modeling, MILAN provides a language with four categories of models for DSP
systems: application model, resource model, configuration model, and nonfunctional requirements
in the form of explicit constraints. The application model captures desired functionality of DSP in
terms of algorithms for signal processing as well as the hierarchy and solution alternatives. The
resource model describes available hardware resources in a resource-modeling language. The
configuration model captures the mapping between application and resources. The constraints on
application, resource, and the mappings are captured as nonfunctional requirements.

MILAN supports the analysis of functionality, performance, and power characteristics of embedded
signal process systems. The analysis is supported through different domain specific tools, mainly
simulators. For example, the assessment of functional correctness can be supported by simulation
of the application model in Matlab, SystemC, or ActiveHDL and VHDL for configurable hardware
like FPGAs. Tools like HiPerE, CodeComposer Studio, and PowerAnalyzer are used to provide
estimates of hardware performance. Since different formalisms are often used in different domain
tools, MILAN provides model translators to support the transformations between MILAN models
and external ones as well as to support the incorporation of simulation results. This achieved by
metamodel composition, discussed further in Section 5.2.2. To support system design, MILAN
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also provides a design space exploration tool for identifying all alternative solutions satisfying a set
of given constraints.

MILAN is developed by University of Southern California and Vanderbilt University. The tool is built
upon GME (Generic Modeling Environment) and can be downloaded via <http://milan.usc.edu/>.

4.5.7 ATAM

ATAM (Architecture Trade-off Analysis Method) [55] is a technique and a process for evaluating
architecture-level designs of software systems with respect to multiple quality attributes (e.g.,
modifiability, performance, reliability, security, etc.). It aims to provide an objective basis for
comprehending requirements, resolving conflicts in design decisions, and providing support to
change planning.

The core of ATAM is a sensitivity analysis with respect to multiple quality attributes. The analysis
starts with identifying the sensitivity points of each quality attribute through scenarios. Each
sensitive point is a structural or behavioral parameter in a solution that has significant influence on
the satisfaction of this attribute. For example, the amount-of-interactions can be a sensitivity point
the performance of a distributed solution. Once the sensitive points for quality attributes of concern
have been identified, the ATAM proceeds to identifying the trade-off points, which are the sensitive
points shared by multiple quality attributes. For example, the number-of-servers can be a trade-off
point in a client-server solution for performance, availability, and security. ATAM also provides a
process for performing the architectural trade-off analysis.

ATAM is developed by SEI of CMU. See <http://www.sei.cmu.edu/architecture/ata_method.htmlI>.

4.5.8 Analysis Support in AADL

AADL [41] is an architecture description language for embedded and safety critical control
systems. It addresses the integration of software and hardware entities, being supplied from
different sources. The AADL modeling language can be used to describe the composition of these
entities, the analysis of system level properties, and also to support glue code generation and
platform binding. AADL extends the MetaH language and toolset, which is developed by
Honeywell since the 1980s for describing, analyzing, and implementing real-time safety/mission
avionics control applications. The AADL approach has its focus on software and hardware
integration. It provides modeling support for software, platform, and implementation design, but do
not have inherent language support for other system aspects such as for environment,
requirements, and functions. Instead, the AADL relies on external domain specific CASE tools
such as Matlab/Simulink and ControlH to cover such aspects.

Behaviors in AADL is fundamentally imperative, i.e., based on control flow description and source
code modules (e.g., in Ada). The concurrency and timing aspect is supported by multitasking (e.g.,
preemptive RM scheme) on a platform.

For safety design, AADL/MetaH provides specific language constructs for specifying safety levels,
criticalities, fault tolerance, and error handling. There is also a separate error model describing
errors and their propagations.

On the basis of the MetaH analysis support, three types of analysis are possible with AADL.

Schedulability analysis — providing assessments on the utilizations of processors and
communication channels, as well as the sensitivity of changes on timing.

Reliability analysis — providing assessments on probability and propagation of errors (e.g.,
Poisson fault arrival and propagation rates).
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Safety analysis — providing verification on that no error in a process with lower safety level can
propagate to a process with a higher safety level, based on information of safety level
assignments, allocation scheme, and memory portioning.

4.6 Discussion

In this section, we have provided a survey of basic concepts and state of the art technologies for
the analysis and V&V of safety computer systems.

The selection of techniques has a start point on safety analysis. While HiP-HOPS represents an
approach to safety analysis with classical methods, FSAP/NuSMV-SA and Galileo represent two
formal approaches related to ESCAS. SpecTRM is the tool by N Levesson, and AADL has its in-
built safety analysis method. MILAN is a SW-HW co-design environment for embedded CSP. It is
chosen because of its support to MoCs and the underlying model-based development
methodology. MAST is included to cover timing analysis, and ATAM for tradeoffs.

Another thought behind the choice is that an approach of interest should be wide enough to
represent a group of basic analysis methods or techniques, but also specific enough with respect
to industrial needs and practices. The aim of this study is to identify EAST-ADL support in terms of
architecture information being provided. HiP-HOP shows some nice features in this respect.

Truetime and Jitterbug, as well as other "co-design" tools could be considered in the upcoming
version of this report.
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5 Behavior Modeling

To support WP3, this part describe the results from an initial study on different paradigms for
behavior modeling in terms of models-of-computation (MoCs) as well as approaches to
integrations of different MoCs.

5.1 Dynamic Behaviors - Core MoCs for Automotive Embedded Electronic Systems

Models-of-computations (MoCs) are computation paradigms that define the behaviors of certain
models and produce such behaviors in simulation. They can be considered as abstract machines
on which models are executed.

In the development of automotive embedded EE systems, they following three types of MoCs are
most common in the design.

Discrete-Time Models — relating to difference equations. Models of this type are often derived
through discretization for the implementation/simulation of controllers in computer systems.

Continuous-Time&Value Models — relating to differential equations. This type of models
targets the dynamics of physical systems such as in environment and plant.

Discrete-Event Models — relating to logic and implementation behaviors in computer SW and
HW such as in terms of different types of transition systems and automata like Statecharts and
MSC. Such models are also useful for the reactive behaviors (e.g. protocol) of environments
and plants.

Many variants of these basic MoCs have been developed over the years. For example, the
synchronous languages Lustre [37] and Esteral [38] are two variants of discrete-time models in
which the absences of events at particular time are also defined for synchronization purpose [43]).
These synchronous languages are widely used for avionics and other safety critical system.
CCS[39] and CSP[40] are two variants of discrete-event model that use rendezvous for
synchronizing the state transitions of process. These two process algebra approaches have been
widely used for analyzing logical behaviors such as in communication protocols. Compared to
other MoCs, the programming language C can also be considered as a low level modeling of
software behavior. It is imperative in the sense that the MoC are directly related to the commands
for the computer to perform.

Another model of computation that is widely used in embedded EE systems for system synthesis
and analysis of implementation specific timing is the multitasking models. This type of models
targets the implementation behaviors of software through multitasking, relating to the timing and
scheduling logic of task activation and execution such as the event-triggered and time-triggered
schemes. Such models could be treated in the upcoming version of this document.

5.1.1 Discrete-Time Models

Discrete-time models specify the state at next time instant given the current state and input using
a discrete state transition function. This state transition function is often expressed using
difference equations in a style like

x(k+1) =F >x(k) + C>u(k)

y(k) = Cxx(k) + D »xu(k)

where x is a n-dimensional state vector, is a n by n matrix, u is a m-dimensional input vector,
and has dimension m by n. Y is the output vector with p-dimension, C is an n by p dimensional
matrix, and D is an m by p dimensional matrix. Discrete-time models have discrete inputs and
outputs as shown in Figure 7.
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Figure 7. A discrete time variable.

Discrete-time models are widely used for many embedded signal processing and automatic
control. It provides a strictly discrete causality of activities of computation such as in feedback
loops and hence good support to simulations and implementations by digital computers. One
major drawback this MoC is that the assumption of global synchrony may over specify some
systems.

5.1.2 Continuous-Time&Value Models

The continuous-time&value models specify the rate of change on state variables using derivative
functions, instead of directly specifying the state at next time instant based on the current state
and input as in the discrete-time models. For example, given state variable(s) x, the state space
model of a linear, time invariant system can be given as

X(t) = Asx(t) + B> u(t)
y(t) = Cxx(t) + D >u(t)

where u is the time function of input, and y is the time function of output. A is the system matrix, B
is the input matrix, C is the output matrix, and D is the feed-through matrix. Continuous-
time&value models have continuous inputs, state variables, and outputs in a style shown in Figure
8.

X(t)

T

Figure 8. A continuous variable.

t

The continuous-time&value models provide accurate modeling for many physical systems and
have well established techniques for digital simulation. For example, various numerical integration
methods (e.g., Euler, RungeKutta) and solvers have been used for estimating future values of
state variables. Feedback loops where a state variable are fed back to as an input to its own
derivative or other state variables are supported by strict causality in simulation tools such as
through the use of unit delay in terms of integrator.

5.1.3 Discrete-Event Models

Discrete-event models describe interesting events of a system and omit behaviors in between. In
this model of computation, components interact with each other via events occurring at discrete
time points on a time line. An event can be external, caused by the environment, or internal,
produced and managed by the system itself. A signal is a sequence of such events. Each
component processes the events in chronological order. Modeling approaches belonging to this
category of MoCs include Petri-net and State-charts. For example, the graphical Petri-net model is
a tuple
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s=(P,T,1,0,M)

where P is a finite set of places (graphically circles), and T is the set of transitions (graphically
bars) between the places. | and O are the sets of inputs and outputs functions mapping transitions
and places (graphically arrows). M is the set of initial marking of places. A Petri-net is given a state
by marking its places with tokens. The behavior is obtained through the transitions that fire by
consuming and producing tokens of the connected places. Figure 9 shows the output events of
two connected discrete-event components.

|\
dx do deg
.

Figure 9. Two sets of partially ordered discrete events.

Discrete-event models have been widely used for modeling software logics and communication
networks, and for analyzing logic properties like invariants and reachability through model-
checking.

5.2 Integration of MoCs — Multiformalism Modeling and Simulation

In the development of complex embedded systems, the integration of models or system views in
different MoCs is necessary for the reasons of system V&V and the effectiveness of engineering.
This kind of model integration provides an overall system model that makes it possible to detect
problems early in the lifecycle and hence to avoid unnecessary refinement effort. Moreover, such a
model also constitutes a system prototype for communicating and validating customer needs. For
example, in the design of embedded control systems, it is often desired to connect and co-
simulate the models that describe the discrete computer based implementation and the modes
that describe the physical environment. This integration of discrete-event and continuous-time
makes it possible to quickly evaluate the design and reason about the safety consequence of
errors.

The key to the integration of heterogeneous MoCs is through establishing relationships between
the formalisms of concern and then ensuring the consistency. There are different degrees of
integration, ranging from only keeping the inputs, outputs, and time bases in correspondence, to
enabling complete transformations between MoCs. There are basically two essential approaches
to the integration at model level [47].

One is through encapsulation techniques or mapping semantics for the inputs and outputs of
each pair of models so that these models can interact in a meaningful way.

The other is to provide a common semantics or formalism by which properties of different
MoCs can be expressed and managed. This common formalism can then constitute the same
generic framework on which the mapping, re-partition, and communication of MoCs are
performed.

A common formalism can be obtained by combining and substituting the original ones, or by using
one of the MoCs to which other MoCs can be reduced and represented [36]. For example, in
simulation, it is common to reduce continuous-time models into discrete-time models through
numerical integration. Yet a further alternative for simulation is to reduce all MoCs of concern into
an imperative semantics (e.g., C programs), which normally involves a lot of refinement or
implementation effort.

2006-2008 The ATESST Consortium 36 (56)



ATESST D2.2.1 Contract N. 2004-026976

While having many concepts in common, the integration of MoCs differs from information
integration approaches (e.g., SCM) in respect to the focus and the technology. That is, the focus
of MoC integration is on relating and keeping abstract behaviors in consistency, and also providing
support to model simulation and analysis. The information integration approaches, on the other
hand, focus on the structuring and management of information or data of different sources and in
different formats. The information transformation rules and common format (e.g., CDIF) are
normally concerned with static information.

5.2.1 Communication and Signal Mapping

One approach to the integration of heterogeneous MoCs is through the use of encapsulation
techniques, wrappers, or mapping semantics that relates the input and output signals of different
models in a consistent way and allows different MoCs to interact. This makes it possible for a
model to understand the outputs of another model.

I Continuous Time&Value I I Discrete Time&Value

-
X(t) = Asx(t) + Bau(t) | x(k +1) = F >x(k) + C>u(k) l
_d:ED., y(t) = Cxx(t) + D u(t) m m, y(k) =Cxx(k) + D>u(k)
|
I l
.

Bilisin 411 il

Discrete Event

S$=(P,T,1,0,M)

Figure 10. An illustration of interpretations of signals across heterogeneous MoCs.
The basic concepts and possibilities has been described in [36] as below. (see also Figure 10)

From discrete-time to continuous-time: The discrete outputs of a discrete-time model with
regular intervals can be translated as a continuous signal with piecewise constant segments at
the continuous interface.

From continuous-time to discrete-time: The continuous outputs of a continuous-time model
define the input values for a discrete-time model at particular state transition time instances.

From discrete-time to discrete-event: The discrete outputs of a discrete-time model with
regular intervals produce external events at the interface of a discrete-event model.

From continuous-time to discrete-event: The outputs of a continuous-time model have
continuous values over continuous-time. The connection to a discrete-event system is only
allowed if the outputs are piecewise continuous so that each constant segment (or its edges) is
translated into an event. Otherwise, there would be an infinite humber of events to be handled
in the discrete-event system.

From discrete-event to discrete-time: Each output event from a discrete-event model that
happens before a state transition of the connected discrete-time model defines a discrete input
to the discrete-time model at the next state transition time.
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From discrete-event to continuous-time: The output events from a discrete-event model
define discrete changes of piecewise continuous values at the continuous interface.

Similar concerns about the cross MoC signal mapping have been addressed in the Ptolemy effort
[42]. A Ptolemy model consists of a hierarchical composition of components/processes in
heterogeneous MoCs. The components are connected via component ports using communication
channels. Within each communication channel, a receiver determines how the signal from a
producer component should be handled for the consumer component.

5.2.2 Unified Semantics

A unified semantics is a common formalism that provides the primitives or meta-definitions for
multiple MoCs. This section describes several approaches to unified semantics, including Ptolemy,
MILAN, and Metropolis, with emphases on embedded signal processing applications. The
common semantics in both Ptolemy and MILAN is obtained through a token-based (tagged-signal)
interpretations of computations. Metropolis, on the other hand, provides a meta semantic based on
atomic operations with well-defined firing conditions. Because of their data centric view on
computation and concurrency (e.g., flows of data), these approaches are also referred to as an
actor-oriented modeling. Both MILAN and Metropolis use composition-modeling to cover multiple
MoCs. A further approach described in this section is Giotto that integrates task model with
discrete-event and discrete-time models for deterministic task behavior. Giotto also provides
support to integration with Matlab/Simulink.

Ptolemy

Ptolemy is a framework and simulation environment developed by the Ptolemy Project at Berkeley
[42] to support the modeling and simulating of hybrid embedded systems. The focus is on
application level design with heterogeneous MoCs and on the simulation.

Ptolemy employs a unified semantics, referred to as TSM (Tagged Signal Model), to interpret or
encode other specific models of computations, such as synchronous languages, synchronous
dataflow process networks5, discrete-event systems, etc.. TSM is an abstract formalism (also
called a “meta model”) proposed by Lee and Sangiovanni Vincentelli [43]. According to TSM, the
behavior of a system is determined by a set of signals, i.e. sequences of events exchanged
among its processes. The timing and ordering of events from concurrent processes is captured
through tags. Each event is a value-tag pair. Tags can form partially ordered or totally ordered
sets, depending on the firing rules of processes for event producing and consuming and the
communication protocols for event communication. For example, the tags of events from discrete-
time models are totally ordered, while the tags of events from discrete-event models only share
the same tag if the events are synchronized. Different MoCs are distinguished by the differences
in their firing rules and communication protocols.

Besides this abstract semantics, Ptolemy has also an operational semantics underlying the
Ptolemy Il simulator. Each model is a hierarchical composition of components/processes that are
connected with communication channels via component ports. For each MoC of

5 A synchronous dataflow process network is a special case of untimed discrete-event model for signal processing applications
characterized data insensitive computation and transformation. It extends the Kahn process network characterized by process
communication via FIFO channels with firing rules to specify the ordering of communication activities by a component. The Kahn
process network is used for example for modeling multi-media application based on streaming.
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components/processes, there is a director controlling its behavior. The behavior of a
communication channel is controlled by its receiver, such as when components of two separate
MoCs are connected.

MILAN

MILAN (Model based Integrated simuLAtioN) is a modeling and simulation framework that
integrates a set of widely-used formalisms in the development of signal processing systems (see
also the description in Section 4.5.6). It has a modeling language that supports hierarchically
modeling of structures and behaviors, functions and implementations of embedded signal
processing systems. The language has a baseline MoC in terms of a token-based dataflow
process network, which is considered as the most widely used formalism for describing signal
processing. Based on the baseline model, some additional data-flow formalisms for DSP
applications are also defined such as asynchronous, synchronous, and mixed asynchronous and
synchronous dataflow models. This makes it possible to incorporate a wide rang of simulation
tools, as well as to facilitate the modeling of application functionality in configurable hardware (i.e.
FPGASs or ASICs).

The framework integrates different simulators into a unified environment through metamodel
composition [58], in which the individual abstractions and formalisms are related and composed by
their metamodels. This done by first providing a metamodel for each individual formalisms of
concern and then composing them to form a common metamodel and hence a common modeling
language. In MILAN, the model-building is supported by GME (Generic Modeling Environment).
The meta-modeling language takes the form of UML class diagrams. Composition rules are
expressed by specifying relationships between the original metamodels, such as equivalence or
inheritance. The static semantics of a model are specified by OCL constraints. They are enforced
by a built-in constraint manager during model-building time. The dynamic semantics are applied by
the model interpreters that translate models to source code, configuration files, database schema,
or any other artifact for which the given application domain calls.

Metropolis

Metropolis [61] is an environment for the development of embedded systems from specification to
implementation with a “platform-based”® methodology and successive refinement. The aim is to
meet the increasing needs on complexity-control and verification, and to provide well-defined
semantic link between specification and implementation. The focus is on analysis and synthesis
through formal methods as well as on the integrations of heterogeneous models.

Metropolis is centered on its meta-model of computation, which forms the basis for interpreting
other MoCs and formal languages and hence for modeling various communication and
computation semantics in a uniform way [60]. Two key aspects in modeling concurrent processes
are atomic operations and firing conditions. The meta-model uses a single construct, i.e., await, to
represent different semantics in a uniform way. Each await statement specifies a predicate (i.e., G)
over the states of some communication media (i.e., M) and a sequence of computations by a
process (i.e., S). The semantics is that S is allowed to execute only when G holds. While S is
executing, no communication actions can take place and the states of M may not be observable.

6 The platform-based design defined in Metropolis is a design approach that emphasis a common “system-platform” model that
describes a hardware platform with both application specific (e.g., APl and hardware performance abstractions) and the
microarchitectural implementation specific views.
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Metropolis provides an execution semantics to ensure the compatibility of an meta-model and its
implementation.

Metropolis is developed by the Metropolis consortium, of which the major partners include UC
Berkeley, CMU, and Cadence. The software is free and available at <
http://embedded.eecs.berkeley.edu/metropolis/ >

Giotto

Giotto [51] is a methodology for the design of distributed embedded control systems with hard
real-time constraints and periodic behaviors. The aim is to provide an intermediate level of
abstraction facilitating the communication between software and control engineers.

Giotto provides a time-triggered hard-real-time periodic task model of software architecture that
specifies the application’s functionality and timing, in a platform independent way. It supports
deterministic task interaction by precisely defining task mode switch with modal models (e.g., by
state machines). It provides an abstract semantics that defines the interaction across levels of
hierarchy where the semantics differ.

The implementation is automated through the use of a Giotto compiler and a run-time library.
Annotations can be added to provide platform constraints and compiler directives concerning
preferred scheduling and task mapping. The compiler computes a task and communication
schedule that guarantees the timing requirements. The compiled system is then linked to a Giotto
runtime library that provides a layer of scheduling and communication primitives.

Giotto provides support to integration of Matlab/Simulink. A Giotto library is developed that allows
the programmers to define Giotto architecture models with Simulink. Another tool, gTranslator,
integrates the Giotto blocks with standard Simulink blocks. The result is a pure Simulink model
that satisfies the Giotto semantics, and can hence be simulated and code generated.

Giotto is developed by UC Berkeley. The Software is free and available at <
embedded.eecs.berkeley.edu/giotto/>.

5.3 Approaches to Modeling of Failure Behaviors

This section describes modeling approaches to failure behaviors.

5.3.1 Altarica

The Altarica language [52][53] is a formal language for modeling both nominal and erroneous
behaviors of an entire system including physical components and computers. The language has
been used in the ESACS project for system modeling. Evaluations of the language though case
studies can be found in [53]. For example, it was found to be difficult to model certain types of
failure propagations in physical domain.

Altarica has its semantics in transition systems. Each system component is modeled by a "node".
A node is a mode automaton defined by some states that represent both nominal and failure
modes, flows that represent node I/O (e.g., integer, enumeration, and Boolean), and events that
trigger transitions between states. A transition is characterized by a guard, an event name, and an
command part that assigns state variables. Within an Altarica system, a failure is defined as an
event. Altarica supports compositional and hierarchical models. The assessment is provided by
complementary analysis tools such as a fault tree generator and a model-checker. Altarica
provides support to hierarchical system modeling and composition.
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The Altarica Language is developed at LaBRI (Laboratoire Bordelais de Recherche en
Informatique). The modeling is supported by the tool Cecilia OCAS workshop of Dassault Aviation
that provides facilities for graphical edition, simulation, and fault tree generation.

5.3.2 Error Modeling in HiP-HOPS

The HiP-HOPS method derives the “failure behavior” of a system in terms of fault-trees that relate
and represent the causal relations of system level hazards and the local failure behaviors of
hardware and software components throughout the system hierarchy [10]. On the other hand, no
temporal information is covered in the current version. (See also Section 4.5.1)

HiP-HOPS provides a set of predefined failure modes to support the identification of hazards and
the reasoning of component failures. The failure modes of system functions include loss-of-
function, unintended-delivery-of-function, and malfunctions such as early or late deployment. For
the output of component, the failure modes include output_stuck, biased, out-of-range, exhibiting
non-linear drift, etc. The failure logic, relating component output failure to input deviations and
internal malfunctions are modeled in Boolean logic.

5.4 Discussion and Conclusion

In this section, we have discussed some basic concepts of MoC as well as some state of the art
approaches to the integration of multiple MoCs as well as to error modeling. The key to the
integration of MoCs is through establishing relationships between the formalisms of concern and
then ensuring the consistency. This can be done through either encapsulation, or common
semantics, or imperative semantics. For EAST-ADL, an encapsulation technique that wraps and
interprets of 1/O by heterogeneous MoCs could be the essential step in order to support the
integration of Native behavior and External behaviors in other MoCs.
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6 Relevant Analysis Techniques and their Modeling Requirements

This part is related to task of identifying existing/upcoming analysis techniques and their possible
roles in relation to EAST-ADL2.0. It presents the results of the first iteration, which will be
subjected to further refinements.

6.1 A Reference Framework Relating Relevant Techniques

Since the analysis and V&V approaches discussed in previous sections are heterogeneous and
multi-dimensional in nature, a common frame of reference has been provided to relates and
compare them. The framework use seven groups of parameters derived mainly by abstracting
and composing major features of individual approaches considered so far. See Table 4.

Table 4. A reference frame that relates different analysis and V&V approaches.

Hip- FSAP/NuSMV-

HOPS SA Galileo | SpecTRM | AADL | MILAN | MAST [ ATAM

Main V&V Objectives/Concerns:
Functionality X
Safety X X X X
Reliability&Availability X X
Performance X X X
Changeabilities and Flexibilities X
Architecture Optimization X
Main V&V Leverages:
Function/logic correctness X
Hazards and Causes-of-Hazards X X X
Probabilities of System Errors X X
Partition Isolation
Timing&Schedulability

Resource Utilization and Performance
Cross Quality-Attributes Dependencies of Solutions X
Sensitivities and Impact of Changes X X
Design Support:
Safety Requirements X X X
Integration of Analysis, V&V Feedbacks X X
Design Space (Solution Alternative) Exploration X
System Model:

System Requirements and Constraints
System Environment

Abstract Functions

(SW) Design&implementation

HW Architecture

Structure View

Behavior View

Error Model:

Component Failure Modes/Attributes X X X
Static/Causal Fault Propagation Model/Tree
Dynamic/Temporal Fault Propagation Model/Tree
Markov Chain

V&V Techniques:

Inspections, Reviews, Scenario-based X
Classical Safety Analysis Techniques X X
Model-Checking X X
Real-time Scheduling Theories X X
Probabilistic Calculation X X X
Simulation X X X X
Testing X X
Tool Integration Support:
Matlab/Simulink Integration X X X X X
UML CASE Tool Integration X X

XX | X [x

XX [X [ XX |X[X
XX |IX X
x

x: supported by the V&V approach; : as inputs to the V&V approach; : as outputs from the V&V approach.
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Note the structure and behavior views within the reference frame under the group system models
are orthogonal to the levels of solution given by the "rows". The Requirements and Constraints
refers to modeling support to requirements and constraints.

6.2 Aninitial Investigation of EAST-ADL2.0 Support

In this section, results from an initial evaluation of the adequacy of EAST-ADL2.0 with respect to
safety analysis will be described. The current evaluation is based on HiP-HOPS. The technique is
chosen because the information of concern is architecture specific and due to the applied
techniques closely related to industrial practices. Also because of the (un)availability and
(im)maturity of EAST-ADL2.0 modeling tool at this project stage, this initial evaluation will be
performed only through the EAST-ADL2.0 domain meta model with a focus on the compatibility of
information content. Our intention, at this initial stage, is to identify gaps of the modeling support
and hence to suggest improvements on the ADL. Conclusions from this initial study, however,
should be further studied through full case studies.

6.2.1 EAST-ADL2 Support to Safety Analysis through HiP-HOPS

HiP-HOPS is a technique that integrates two classical techniques for safety analysis (It has been
discussed earlier in sections 4.5.1 and 5.3.2.) This section treats possible adaptations of current
EAST-ADL to this safety analysis approach. We proceeds by first providing a comparison of
concepts from HiP-HOPS to investigate and derive what needs to be adapted, and then describing
an initial proposal on how the adaptation can be performed.

HiP-HOPS Concepts vs. EAST-ADL2 Concepts

A HiP-HOPS process starts with an exploratory function-level hazard analysis. It employs an
extension of classical FFA method to identify single and plausible combinations of functional
failures and to assess their effects and criticality. The hazard analysis is based on an abstract
functional model, which is a block diagram describing system functions and their dependencies
established by data-flow and data-sharing. In EAST-ADL2, such an abstract system functional
model is captured by the FunctionalAnalysisArchitecture model. EAST-ADL2 provides a more
exact treatment of system functions. A system function in HiP-HOPS can correspond to an
ADLfunctionType, an ADLFunctionPrototype, or a FunctionalDevice, depending on its role and the
compositional hierarchy. Table 5 summarizes the comparison of HiP-HOPS and EAST-ADL2
concepts in respect to function modeling.

Table 5. A mapping of HiP-HOPS and EAST-ADL2 concepts relating to function modeling.

Models and Information Related EAST-ADL2 Construct Comments
of concern in HiP-HOPS

Abstract Functional Model FunctionalAnalysisArchitecture - FunctionalAnalysisArchitecture provides a data-flow oriented description
of abstract (top level) application functions.

Abstract Functions ADLfunctionType - ADLfunctionType represents basic entities, used for problem description
in FAA (FunctionalAnalysisArchitecture).

ADLFunctionPrototype, - These are specializations of ADLfunctionType
FunctionalDevice

The hazard analysis investigates each function for potential failures and the system-wide
consequences of such failures. This is done by associating each function block with failure modes,
including loss of function, unintended delivery of function, and malfunctions such as early or late
deployment. The consequences of failures and their plausible combinations are described through
two attributes: effects and severity. The severity is scaled in four classes according to the IEC-
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61508: catastrophic, critical, marginal, and insignificant. For each failure as well as each plausible
combination of failures, there are also two additional attributes, failure detection and recovery,
describing suggestions on mechanisms for handling such failures. Current EAST-ADL2 does not
include any direct support for describing failures, but provides an abstract entity, ADLBehavior, for
nominal behaviors of functions. Table 6 summarizes the comparison of HiP-HOPS and EAST-
ADL2 concepts in respect to hazards.

Table 6. A mapping of HiP-HOPS and EAST-ADL2 concepts relating to system hazards.

Models and Information Related EAST- Comments

of concern in HiP-HOPS | ADL2 Construct

Failures of functions and the N/A - ADLBehavior representing only nominal behavior.

failure modes (loss of . ) A . . .

function, unintended delivery Suggestion: extending ADLBehavior to cover abnormal behaviors (i.e., failure modes) of

of function, and malfunctions). ADLfunctionType.

Effects of function failure(s) N/A Suggestion: adding an “effect” attribute to the construct for abnormal behavior of
ADLfunctionType.

Severity of function failure(s) N/A Suggestion: adding a “severity” attribute to the construct for each abnormal behavior of
ADLfunctionType.

Combinatory effect and N/A Suggestion: differentiating single and group of abnormal behaviors associated with

severity of multiple failures ADLfunctionType.

Potential mechanisms for N/A Suggestion: adding a “detection_suggestion” attribute to the construct for abnormal behavior of

detection of function failure(s) ADLfunctionType.

Potential mechanisms for N/A Suggestion: adding a “recovery_suggestion” attribute to the construct for abnormal behavior of

recovery function failure(s) ADLfunctionType.

After the hazard analysis, HiP-HOPS uses the IF-FMEA (Interface Focused-FMEA) method to
investigate the failures of individual HW/SW components, which form the causing factors of
function failures. To this end, a hierarchical system model describing both HW and SW
architectures are used. The HW architecture in HiP-HOPS specifies an implementation design
through a hierarchy of HW components, ranging from networked nodes at the top, to components
of nodes like sensors, actuators, controllers, and other devices, and to the software tasks at the
bottom. Each of these HW components has well defined application functionalities, which are
derived from the abstracted application functions allocated to it. The SW architecture is contained
in HW components, consisting of software modules/tasks that provide the implementation of the
abstract application functions. In this regard, the HiP-HOPS approach has a rather “bottom-
up”/"hardware-centric” system view. The HW components are not “bare” hardware devices, but the
modules that specify both the structuring of abstract functions towards implementation (e.g.,
partitioning) and the components in a product containing both software and hardware. EAST-ADL2
distinguishes these two aspects by capturing the implementations of abstract application functions
in two levels through the DesignArchitecture and the ImplementationArchitecture[HL4.

The DesignArchitecture captures the implementation design of a system by specifying the
software modules and their allocations. Inside the DesignArchitecture, there is a
FunctionalDesignArchitecture, specifying how the abstract application functions from the
FunctionalAnalysisArchitecture are restructured (e.g., partitioned) into application software and
device drivers towards implementation. Each DesignArchitecture has an association to a
HardwareArchitecture for describing the allocations of software functions. Through this
association, one obtains a “top-down”/’software-centric” system view, running from software
definitions to their allocations in hardware.

Based on the design specified in the DesignArchitecture, the ImplementationArchitecture
captures the implementation details for a product through ApplicationSWArchitecture,
BasicSWArchitecture, HardwareArchitecture, SystemCommunication, and SystemMapping.
Through the association between HardwareArchitecture and DesignArchitecture (as well as to
other software models in the ImplementationArchitecture), one obtains a “bottom-
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up”/’hardware-centric” system view like in HiP-HOPS, running from hardware components to
the contained software functions.

To identify the causing factors for the hazards of an abstract application function, HiP-HOPS
performs IF-FMEA on the HW and SW components providing the implementation of this function.
The analysis proceeds by treating each HW or SW component individually and recording the
failure behaviors in terms of local failure logic. In particular, the failure behaviors are given as a list
of Boolean expressions that relate output failure modes with internal malfunctions and with input
deviations. Typical output failure modes for HW components include stuck, biased, out of range,
exhibiting non-linear drift, etc. For a software module/task, the IF-FMEA table records how its
outputs reacts to its input failures (e.g., omission, commission, and corruption of data) and internal
failures such as due to the underlying processor, the operating system, or the memory elements.
On the other hand, these internal failures of hardware and system are implicit in HiP-HOPS
system model, which has its focus on the definitions of components. It is up to the developers to
decide what errors are of concern and how such errors propagate inside a component or across
the HW-SW parts. In other words, the HiP-HOPS method, like many other classical safety analysis
methods, has its emphasis on systematically identifying and structuring information with respect to
errors and safety. There is no restriction on how the reasoning is performed, such as either directly
based on a nominal system model or based on more formal error models and analysis tools (see
also Section 4.2.1 of this report).

Table 7 summarizes the comparison of HiP-HOPS and EAST-ADL2 concepts in respect to
component failures.

Table 7. A mapping of HiP-HOPS and EAST-ADL2 concepts relating to component failure.

Models and Information Related EAST-ADL2 Construct Comments

of concern in HiP-HOPS

HW architecture model DesignArchitecture & HardwareArchitecture The DesignArchitecture together with the HardwareArchitecture

provides a specification of implementation design.

SW architecture model

FunctionalDesignArchitecture

The FunctionalDesignArchitecture provides a specification of software
design.

HW components

- ADLfunctionType (ADLFunctionPrototype,
FunctionalDevice) in DA,

- Entities in HardwareArchitecture

Basic entities used for solution description in DesignArchitecture(DA)
that have defined mapping to the HardwareArchitecture.

Independently allocable software units

Software modules/tasks

ADLfunctionType
(ADLFunctionPrototype,FunctionalDevice)

Basic entities used for solution description in
FunctionalDesignArchitecture(FDA).

Component (HW&SW) local N/A - Suggestion: adding a “local failure logic” attribute
failure logic
Output failure modes of N/A - Suggestion: adding an “Output failure modes” attribute
(HW&SW) Components L X

- We may distinguish between software and hardware
input deviations of N/A - Suggestion: adding an “input deviations” attribute
(HW&SW) Components
internal malfunctions of N/A We may need add associations/dependencies linking the failure

(HW&SW) Components.

behavior specifications to the real implementation entities in
ImplemetatonArchitecture.

An Initial Concept of Extending EAST-ADL2 for Safety Analysis[HLs]

In order to support classical safety analysis techniques and to integrate the analysis leverage with
requirements, it is necessary to provide the system entities with descriptions of abnormal
behaviors. As EAST-ADL2 provides a hierarchally modeled system architecture, it is also
necessary to distinguish between errors at different levels of abstraction. To have portability with
existing analysis tools like HiP-HOPS, it is preferred that the syntax used for error description is
compatible with the tool interfaces. In this section, we describe an initial proposal on how to
provide such a support based on EAST-ADL?2 through a hierarchical model of errors (from FFA to
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implementation), while assuming that the HiP-HOPS tool will be used for the synthesis of fault
trees.

ErrorBehavior

ErrorBehavior is an abstraction for all errors and failures within a system. Each ErrorBehavior has
a generic_description attribute for its name and comments, and a handlingstatus attribute for the
status of error handling. An ErrorBehavior can cause other ErrorBehaviors due to error
propagations through communication, composition, shared-resources, etc. The abstract
ErrorBehavior is specialized into ADLErrorBehavior and ComponentLocalFailureBehavior.

class ErrorBehavior /J
+/causedby
1
{union}

ErrorBehavior

«enumeration»
ErrorBehavior::
ErrorHandlingStatus + generic_description: String +/causes 0.
HANDLED + Errort F
UNHANDLED {union}

+component_causes 0..*

{redefine causes}
ADLBehavior 7 T
ADLErrorBehavior @

local_failure_logic: String
output_failure_mode: Ct i +comp i
output_failure_mode_description: String {redefine causedby}
internal_malfunction_logic: String
input_deviation_logic: String
failure_rate: String

+ o+t

Figure 11. ErrorBehavior as the top-level notion for all error/failure behaviors[Hie].[HL7]

ADLErrorBehavior

EAST-ADL2 specifies the behaviors of a design solution through ADLBehavior, which is an
abstract entity supported by NativeBehavior and ExternalBehavior. To be able to capture errors
and failures of a component, we first extend the ADLBehavior of EAST-ADL2 with the
ADLErrorBehavior as shown in Figure 12.

class ADLErrorBehavior/

ADLEntity
+transferFunction AllocateableElement
Behavior::ADLBehavior Block
0.. 0.1 FunctionModeling::
1 ADLFunctionType
+baseline |1
+/target entity
0.. 1
+extension |« {union}
ErrorBehavior| +/failure
ADLErrorBehavior semantics

0.*
{union}

Figure 12. ADLErrorBehavior for errors and failures of ADL entities in AA and DA .

While the ADLBehavior describes the nominal behavior of a component of ADLFunctionType, the
ADLErrorBehavior captures the failure semantics (abnormal behaviors) of the component. Each
ADLErrorBehavior has a description attribute for generic descriptions of the error such as its name
and related comments, and an ErrorHandlingStauts attribute for the status of error handling.

The association between ADLBehavior and ADLErrorBehavior indicates that multiple abnormal
behaviors can be identified for each nominal behavior. Instead of contained within an
ADLfunctionType as ADLBehavior, the ADLErrorBehavior is only associated with ADLfunctionType
in order to make error modeling independent from the design refinement of ADLfunctionType[HLs].
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The association ends represent navigation from individual ADLErrorBehavior, providing failure
semantics, to the particular ADLFunctionType, forming the targeted component.

The abstract  ADLErrorBehavior can be specialized into FunctionalFailure,
DesignComponentLocalFailureBehavior, or SWComponentLocalFailureBehavior, for components
at different levels of abstraction[HL9]. See Figure 13.

class ADLErrorBehavior /

Figure 13. Three specializations of ADLErrorBehavior.

FunctionalFailure

The FuntionalFailure is used to describe a single failure or a plausible combination of multiple
failures for abstract application functions (i.e. AnalysisFunction and FunctionalDevice), as shown
in Figure 14. The association between FunctionalFailure and FunctionalAnalysisArchitecture
[HL10jis restricted to these two classes and derived from the corresponding association between
ADLErrorBehavior and ADLfunctionType.

class FunctionalFailure /
ADLEntity

Hazards::Hazard QualityRequirement
+ Severity: Requirements::SafetyRequirement
+ Exposure: - -
+ Controllability: = Sl liledn
::ADLEntity
+ name: String

+function

failure +target
semantics architecture ADLFunctionType|
FunctionModeling::

0.* 1 AnalysisArchitecture
{redefines {redefines
failure target
semantics} entity}

«enumeration»

. N . «enumeration»
FunctionalFailure::Severity

FunctionalFailure::FunctionFailureMode

CATASTORHPIC LOSS_OF_FUNCTION
CRITICAL INADVERTENT_DELIVERY
MARGINAL INCORRECT_OPERATION
INSIGNIFICANT

Figure 14. FunctionFailure for failure modes of abstract application functions.

For FunctionalFailure, the assumed analysis method is the FFA, through which each
AnalysisFunction and FunctionalDevice is examined for specific failure modes in three general
categories of failure: loss, inadvertent delivery and incorrect operation of function. For each failure
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and for each plausible combination of failures, the analysis records its system-wide effects using
the effects and the severity attribute. The severity is scaled in four classes according to the IEC-
61508: catastrophic, critical, marginal, and insignificant. There are also two optional attributes for
each unhandled failure(s): detection_suggest and recovery_suggest. These two attributes
describe suggestions on mechanisms for handling the failure(s).

The FunctionalFailure(s) that potentially cause accidents are classified as Hazards. Hazards are
classified with additional attributes for describing the degree of acceptance of the hazard in certain
environmental conditions, based on e.g. severity, probability and possible mitigation of the
hazard’s effect. SafetyRequriements are derived in order to eliminate or control hazards.

(Note the hazard block in Figure 14 is directly imported from current EAST-ADL definition and may
subjected to changes)

ComponentLocalFailureBehavior

As shown in Figure 15, ComponentLocalFailureBehavior is an abstraction for local failure
behaviors of components in software and hardware design that implement some abstract
application functions. In EAST-ADL, software and hardware components are defined through
DesignArchitecture and HardwareArchitecture.

class ComponemLocalFailureBeha\/ior/

+component_causes 0..*
{redefine causes}

—

ErrorBehavior: «enumeration»
ComponentLocalFailureBehavior ComponentLocalFailureBehavior:
+componenfailure causedby 1 :ComponentlOFailureMode

local_failure_logic: String

+ "
redefine causedb

+ output_failure_mode: ComponentlOFailureMode @ v} EARLY_DELIVERY

+ output_failure_mode_description: String LATE_DELIVERY

+ internal_malfunction_logic: String ghonz\g’\é:g?\‘ON

+ input_deviation_logic: ComponentlOFailureMode

+ failure_rate: String VALUE_STUCK

VALUE_DRIFT
VALUE_ABOVE_MAX
VALUE_BELOW_MIN

ADLErrorBehavior ADLErrorBehavior

DesignComponentLocalFailureBehavior SWComponentLocalFailureBehavior HWComponentLocalFailureBehavior

Figure 15. ComponentLocalFailureBehavior for local failure behaviors of components in
software and hardware design.

The assumed analysis method for ComponentLocalFailureBehavior [HL11)is FMEA (/IF-FMEA),
which treats each component individually and recording its failure behaviors in terms of
local_failure_logic. [HLi2]Each local_failure_logic [HL13for a ComponentLocalFailureBehavior is a
logical (Boolean) expression combining some internal malfunctions of the component and some
input  deviations that together result in an  output failure_mode[HL14]. The
ComponentlOFailureMode predefines some typical 10 failure modes, such as omission,
commission, and corruption of data. The input_deviation_logic and internal_malfunction_logic are
supported with the same logical (Boolean) expression as the local_failure_logic. In particular, for
the purpose of tool integration (e.g., the HIP-HOPs parser for fault-tree synthesis), it is also
desired that the descriptions for the attributes of ComponentLocalFailureBehavior follow a well-
defined syntax.

ComponentLocalFailureBehavior results in the functional failures as shown in Figure 16.
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class ErrorBehavior /

+component_causes 0..*

{redefine causes} ’7

ComponentLocalFailureBehavior

+component_causes
0.*
{redefine causes}

local_failure_logic: String
output_failure_mode: ComponentlOFailureMode +componenfailure causedby 1
output_failure_mode_description: String {redefine causedby}
internal_malfunction_logic: String
input_deviation_logic: ComponentlOFailureMode|
failure_rate: String

R

+functionfailure
causedby

FunctionalFailure

+ severity: Severity 1 )
+ effects: String {redefine causedby}

Figure 16. ComponentLocalFailureBehavior causes FunctionalFailure.

DesignComponentLocalFailureBehavior

DesignComponentLocalFailureBehavior models the local failure behaviors of design components
in the DesignArchitecture(DA), specifying the integration of SW and HW components. See Figure
17. DesignComponentLocalFailureBehavior is assessed through the FMEA/IF-FMEA. For a design
component, the internal failures can due to the software components contained within it or the
hardware component associated for implementation purpose.

class DesignComponentLocaIFaiIureBehavior/

ADLErrorBehavior ADLFunctionType
ComponentLocalFailureBehavior| +component +target ) o b
DesignC LocalFailureBehavior | f2ilure semantics architecture FunctionModeling:
esignComponentLocalFailureBehavior DesignArchitecture
0..* 1
{redefines failure semantics} {redefines target entinl/}

Figure 17. DesignComponentLocalFailureBehavior for local failure behaviors of design
components in DesignArchitecture(DA)

SWComponentLocalFailureBehavior

SWComponentLocalFailureBehavior models the local failure behaviors of software components in
the FunctionalDesignArchitecture (FDA) as shown in Figure 18. For a software module/task, the
internal failures can be due to errors in the underlying system/hardware platform such as
processor, the operating system, or the memory elements.

class SoftwareFaiIure/

ADLErrorBehavior -
ComponentLocalFailureBehavior| +software failure semantics +arget architecture _ ADILATETRRUSE
SWComponentLocalFailureBehavior FunctionModeling::
0..* 1 ) FunctionalDesignArchitecture
{redefines failure semantics} {redefines target entity}

Figure 18. SWComponentLocalFailureBehavior for local failure behaviors of software
components in FunctionalDesignArchitecture (FDA)

HWComponentLocalFailureBehavior
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HWComponentLocalFailureBehavior defines the local failure behaviors of hardware components
in the HardwareArchitecture. (To do: HWComponentLocalFailureBehavior can be contained within
the DA or |A)

class HardwareMalfuncition /

+HW +arget

failure HW HWElementContainer
semantics architecture | pjementationArchtecture::
0.. 1 HardwareArchitecture

*

Figure 19. HWComponentLocalFailureBehavior for local failure behaviors of hardware
components[HL15]

FaultTree

Figure 20 provides a representation of classical fault trees, consisting of FaultTreeNode,
FaultTreeGates, and FaultTreeLeafNodes.

class FaultTree /

+output
events

1
+output
events

+input -
events

Figure 20. One representation of fault tree.

In Figure 21, an idea of how to relating a fault tree representation with system failures/errors is
presented. The SystemFailureLogic entity is introduced for capturing the overall failure behaviors
in a system.

class FaultTree /

1.
*

+represent

] +output
“+output events

events’

+input -
events  x

-

+represent +represent | 1

1 +representedby

+representedby|1

+representedby|

+functionfailure
causedby +component_causes

1 -
{redefine {redefine

causedby} causes} +component_causes 0..*

{redefine causes}

+componenfailure
causedby 1
{redefine causedby}

Figure 21. One idea of explicitly describing the relationships between FaultTree and
SystemFailureLogic.
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7 Contribution to overall ATESST objectives

For WT2.2, an incremental approach with tight integration with WP3 and 5 is considered suitable.
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8 Conclusions

As a first step to consolidate EAST-ADL support to analysis and V&V, this report constitutes a
basis for further refinements and extension. Inputs and feedbacks from ATESST partners
concerning the techniques will be considered in the upcoming versions.
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